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CHAPTER 1

AN

OTOBONNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNG N UNNNNNNNNG P LANNNNNNNNNNNLiN uxNNNNNNNRN

1.1 NN

NNANNNNENNNNENNNNO TO BONNNNNANNN
ANANNANNNNNNENNNNNNNNNNNNN NNV NNNNNNNN
NNNNNNNNNRRNNNNN“username> command-to-execute NNNNNNNNNNNNNNNRNRNNNNNNNNNNNNNNNNRNNNN“ root > NNNNNRNRE

wWarning: NNNNNNNNNNNNNNNNNNNN“username>* NNNNNNNNNNNNERN

NN OTOBO NNNNAN /opt /ot oboNNNNN OTOBO NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNEN

root> 1ln -s /path/to/otobo /opt/otobo
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CHAPTER 2

NANAN

OTOBO NNNNNNNNNN Linux NNN Unix NNNNNNN OpenBSD N FreeBSDNNNNN Microsoft Windows NNN

OTOBON

ANNNNNENANENNENNNNNNNNEN O TOBONNNNNNNNNNINNNNNNNNNNNNNNNN NN NN NNV NNV NN NN NN NN
NNNOTOBO NNNN Docker NNNNN Docker NNNNNNNNNNENNNNNNNNANEN Kubernetes NNNNNENNNNN
OTOBO NRNNNNNNAN Perl ANNN CPAN NN Per!l NNNNNNNNNNN Per! NNNNNNNNNNNNNNNrpmNyastNapt-

getNNNANNNNNNNNNNNNNNNNNN

otobo> /opt/otobo/bin/otobo.CheckModules.pl

-—inst

NANNNNNANNANAN --11 st NNNNNENNNNNNNNNNNENN

otobo> /opt/otobo/bin/otobo.CheckModules.pl —--list | more

ANrootNNNNNNNANNN
NNANNNNANNNNRNNNNENNNNNNNNNNNNNNNRNN

Required packages:

O Archive::Tar. ..ttt i ienennn ok (v2
O Archive::Zip....oiiiiiiina.. ok (vl
O Const:itFast ..ttt iieeeeeennnn ok (vO
o Date::Format.......ouiviiieiennnn. ok (v2
O DateTime. o v ittt ittt e et it eeeeen ok (vl

o DateTime:: TimeZoNe......ovueueeoe.. ok (v2
o Convert::BinHexX......o i onn ok (vl
[ T = ok (vl
O Digest::SHA. ... it ok (v6
o File::chmod....... .. ..., ok (vO
O List::Al1Utils. .. eeneenn. ok (vO
o LWP::UserAgent........coouunnn. ok (v6
O MOO e v it et ettt et et ettt et ok (v2
O namespace::autoclean............. ok (vO
O Net::DNS . i ittt ittt ittt ettt eeeennn ok (vl

.32)
.67)
.014)
.24)
.51)
.38)
.125)
.643)
.02)
.42)
.15)
.26)
.003006)
.29)
.22)
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O Net::SMTP: SO vt ittt et e eeeeennn ok (v1.04)
O Path::Class ..ttt it it iiiinnnnn ok (v0.37)
O Sub::EXpOorter......oieieteeennnn. ok (v0.987)
o Template::Toolkit................ ok (undef)
o Template::Stash::XS.............. ok (undef)
O TexXt :i:CSV . i ittt ettt et et et eeeeen ok (v1.95)
O TexXt i iTrim. . e et i ittt et e et eeeenn ok (v1.04)
O Time::HiRes. ..t eeennnnn ok (v1.9760)
O Try::Tiny. . i it i ittt e ok (v0.30)
O URI .t ittt ittt ettt e et e ettt ieeeeen ok (v1.71)
O XML::LibXMLi. vttt ittt tee e eeeennnn ok (v2.0207)
O YAML: tXS e it i et et et et ok (v0.81)
o0 Unicode::Collate. ... .. ok (v1.27)
O CGI:i:iPSGI i ittt ittt ittt eeeeeeennnn ok (v0.15)
O DBIx::Connector....vuueieeeennn. ok (v0.56)
O Path::ClasSsS . vttt iiiieiennnnn ok (v0.37)
O PlacCK . w i i i it et ettt it ieeee ok (v1.0047)
o Plack::Middleware: :ForceEnv...... ok (v0.02)
o Plack::Middleware: :Header........ ok (v0.04)
o Plack::Middleware::Refresh....... ok (undef)
o Plack::Middleware: :ReverseProxy..ok (v0.16)
o Plack::Middleware: :Rewrite....... ok (v2.101)
o SOAP::Transport::HTTP::Plack..... ok (v0.03)

Recommended features for setups using apache:
O ModPerl::Util.......iiiiieinennenn. ok (v2.000011)

Database support (installing one is required):
O DBD::mySgl. .t ineeeeeeeennnnn ok (v4.050)

Various features for additional functionality:

0 Encode::HanExXtra......oueeeeeun.. ok (v0.23)
O NetL i iLDAP . i ittt ittt et et e eeeennnn ok (v0.66)
o Crypt::Eksblowfish::Bcrypt....... ok (v0.009)
O XML::LibXSLT .t ittt ettt eeeennnn ok (v1.99)
O XML: iPaArSEe e i ittt ettt eeeeneennnn ok (v2.46)

Features enabling communication with a mail-server:

O NetL i :tSMTP . i ittt ettt et ettt eeeeennn ok (v3.11)
o Mail::IMAPClient........uevuieueu... ok (v3.42)
O Authen::SASL. ..ttt ittt iieennnn ok (v2.16)
O Authen: :NTLM. & i v ittt ittt et e ee e ok (v1.09)
O IO::S0cket::SSL. ittt ii e ok (v2.067)

Optional features which can increase performance:
O JSON: tXS e ittt et e ettt et ie e ok (v4.02)
O Text::COV XS i ittt ittt it e ok (v1.41)

Required packages if you want to use PSGI/Plack (experimental and advanced) :

O Gazelle . ittt ittt et ettt eeeee ok (v0.49)
o Linux::Inotify2.......... ... ok (v2.2)
o Plack::App::File.....ciiiivnn.. ok (undef)

6 Chapter 2. NNNNN
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2.1 NNAN

NNNNNENENNNENO TOBONNNNNNEN OTOBONNNNNNNNNNNNNNNNNENNNNNNNNNNNN NN NN NN NNNNNNNNNNN
NNNYNNNN NN NN VN NN NN

+ NCPU

* 4GB NN

+ 10 GB NNAN
NNNVNN NN NN NN N Vi NN

* 3 GHz Xeon NN CPU

» 8 GB NN NN 16 GBN

* 40 GB NNAN

Note: NNNNNANOTOBONNNNNNNNNNNNENNNNNNOTOBONNN

2.2 NN

Perl

* Perl 5.24.0 NRNNN

« NNNNN“/opt/otobo/bin/otobo.CheckModules.pl“NNNPer|NEN
NN

» Apache HTTP NRN 24 N
NI

* MySQL 5.688NNN

* MariaDB

* PostgreSQL 9.2 NNNAN

» Oracle 10g NNANN
NN

* Elasticsearch 7xNNNNNNNNNNNAN

* RedisENNNNN

+ nginx NENNNNNNNNNNENNNANE SSL ANNNEN
NN

* NN Safari

* AN Chrome

* NN Internet Explorer 11

* NN Edge

* Mozilla Firefox

2.1, NN 7
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* NNNNNNJavaScriptNNNNNN
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CHAPTER 3

OTOBONN

NNNANO TO BONNNNNNNNNNNNNNN
NNNNNNEENNENNNNNNNO TO BONNNNNNNNNNNNNNNNNNNNN

Note: N OTOBO 10.0.7 NNNNNRNNNN Docker N Docker Compose NN OTOBONNNRNSNN Docker
NNNNNNNNNNNNN - ElasticsearchNRedis  Cache NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN - Docker
NNNNNNNEN https://doc.otobo.org/manual/installation/10.1/en/content/installation-docker.html N

3.1 NNANNSELinuxANNNNNNNNANN

Note: NNNNNNNSELinuxENNNNNNNNOTOBONNNNNN

NANNRNNSE LinuxANNENNENNNNNNNNNNNNNNN“sestatus™ N getenforce N
NN“sestatus™ NNRNSELinuxNNNRNNNNRNSE Lin ux NNNRNNNN“NNN"NRNNSE Lin uxNRRNNNNNRNNNNNNNRNNN"NNNS E LinuxRNNNNRNN
NNNNNNRHEL/CentOS/FedoralRNSELinuxN

1. N*/etc/selinux/config“NNNNN SELINUX=disabledN

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# mls - Multi Level Security protection.
SELINUXTYPE=targeted



https://doc.otobo.org/manual/installation/10.1/en/content/installation-docker.html
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2. NNNNNANNNNNNNNN“getenforce™ NNNNNNNN TN

root> getenforce
Disabled

3.2 NNINANOTOBONNNAN

Nhttps.//ftp.otobo.org/pub/otobo,/NNNNNOTOBONNNNNNNNNNNNNNNN“tar“NNNNNNNNN“/root/otobo-
update N

root> mkdir /opt/otobo-install && mkdir /opt/otobo # Create au
—temporary install directory

root> cd /opt/otobo-install # Change intoy
—the update directory

root> wget https://ftp.otobo.org/pub/otobo/otobo-latest-10.1.tar.gz # Download he
—~latest OTOBO 10 release

root> tar -xzf otobo-latest-10.l.tar.gz # Unzip OTOBO
root> cp -r otobo-10.x.x/* /opt/otobo # Copy they

—new otobo directory to /opt/otobo

3.3 NN2NNNNENNNPerINN

NNANNNNANNNNRNNNNENNNNNC PANNNNNNNNNRNNNNRNNNNN

Note: N Debian NNNNNNNNNNNNNAN per! NNNN

apt—get install -y libarchive-zip-perl libtimedate-perl libdatetime-perl libconvert-
—binhex-perl libcgi-psgi-perl libdbi-perl libdbix-connector-perl libfile-chmod-perl,,
—liblist-allutils-perl libmoo-perl libnamespace—-autoclean-perl libnet-dns-perl,,
—~libnet-smtp-ssl-perl libpath-class-perl libsub-exporter-perl libtemplate-perl,
—libtext-trim-perl libtry-tiny-perl libxml-libxml-perl libyaml-libyaml-perl libdbd-
—mysgl-perl libapacheZ2-mod-perl2 libmail-imapclient-perl libauthen-sasl-perl,
—libauthen—ntlm-perl libjson-xs-perl libtext-csv-xs—-perl libpath-class-perl libplack-
—perl libplack-middleware-header-perl libplack-middleware-reverseproxy-perl,
—libencode-hanextra-perl libio-socket-ssl-perl libnet-ldap-perl libcrypt-eksblowfish-
—perl libxml-libxslt-perl libxml-parser—-perl libconst-fast-perl

root> perl /opt/otobo/bin/otobo.CheckModules.pl -list
Checking for Perl Modules:

O Archive::Tar. ... o, ok (v1.90)
O Archive::Zip....oviiiiiiiiiin. ok (v1.37)
o Crypt::Eksblowfish::Bcrypt....... ok (v0.009)

Note: NNNOTOBONNNNNNNNN*NN*NNNNNNNNPer|NNN“version NNNNNNNNNNNNNNNNNNNNNNNNR HE LNNNNNNNNNNNNNPer IR
“perl-core”NNNN

NNRNCPANNNLIinuxNNNNRNNNNNNNNNNERNNNNRNNN
NNANNNNANNNNRNNNNNNNNNNNNNNNNNNAN

10 Chapter 3. OTOBONN
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root> /opt/otobo/bin/otobo.CheckModules.pl —--inst

Note: NNNNNNNNNNNNNNNNNNNNNNNOTOBONNNNNNNNNNNNNCheckModules.pl NNNNNNNNNNNNN

3.4 NN3NNNOTOBONN

NNANNNNENNNNENNNO TOBORNN

’root> useradd -r -U -d /opt/otobo -c 'OTOBO user' otobo -s /bin/bash

NNANNANANNNNENNNNENNNNNENO TOBONNNNNN

root> usermod -G www—data otobo
(SUSE=www, Red Hat/CentOS/Fedora=apache, Debian/Ubuntu=www-data)

3.5 NNANNNNNNANNANN

NNNOTOBONNNNNNAN“$OTOBO_HOME/Kernel/Config.pm.dist“NNNNNNNNNNNNNNN. dist* NNNNNNN

root> cp /opt/otobo/Kernel/Config.pm.dist /opt/otobo/Kernel/Config.pm

3.6 NNSNNNApacheNNNAN

NNENANANApache2NNNNNNmMod _per NNNNNNNNNNNNNNNNNNNNNNNNNNNENNNNNENLinuxENNNENA pach e NNNNNNNN

# RHEL / CentOS:
root> yum install httpd mod_perl

# SuSE:
root> zypper install apacheZ2-mod_perl

# Debian/Ubuntu:
root> apt—-get install apache2 libapacheZ2-mod-perl2

Apache NNNNNNNNNNNNNNENNNNNNNNN OTOBO NNNNNN mpm_prefork NNNNRN Apache NNNNNNNNN
a2dismod N a2enmod NNNNNNNNNN

root> # check which MPM is active
root> apache2ctl -M | grep mpm_

N mpm_prefork NNNNNENNNN
NNANNNNERNN mpm_eventN

root> a2dismod mpm_event

NNNNN MPMERRN mpm_workerN

3.4. NN3NNNOTOBONY 1)
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’root> azdismod mpm_worker ‘

NERN mpm_preforkN

’root> a2enmod mpm_prefork ‘

NNNNNENENNNOTOBO NNNRNNN Apache RNNNNNNNNNNNNNNNENNNN a2enmod NNNNNNNNNNNNN

root> aZenmod perl
root> aZenmod deflate
root> aZenmod filter
root> aZ2enmod headers

Note: NNNNNNNNNNRNApache NNNNNNNNRNNNNNNNNNNNNNNNNRNNNNNNNNNNNNNNNRRNNNNNNNNNNNNNNNRRNNN

NNNNApacheNNNNNNN“conf.d“NNNNLinuxNNNNNNN“/etc/apache” NN “/etc/apache 2 “NNNNNNNNN

3.6.1 NANSSLANNNNNNNApache

NNNNN  /opt/otobo/scripts/apache2-httpd.include.conf NNN apache sites-available
NNNNNNNNNNRNNNNNNNNNNNNNNNNN

# Debian/Ubuntu:

root> cp /opt/otobo/scripts/apache2-httpd.include.conf /etc/apache2/sites—available/
—zzz_otobo.conf

root> aZensite zzz_otobo.conf

root> systemctl restart apache?2

3.6.2 NN SSL ANNNENNNApache

NNNNN /opt /otobo/scripts/apache2-httpd-vhost-80.include.conf " /opt/otobo/scripts/apache2-
httpd-vhost-443.include.conf” NNNApachelN“sites-available“NNNN

# Debian/Ubuntu:

root> cp /opt/otobo/scripts/apache2-httpd-vhost-80.1include.conf /etc/apache2/sites—
—savailable/zzz_otobo-80.conf

root> cp /opt/otobo/scripts/apache2-httpd-vhost-443.include.conf /etc/apache2/sites-
—savailable/zzz_otobo-443.conf

NNENENNNNNNNNENANNSS LENNNNNNANENNOTOBO ApachelNiN

root> alZensite zzz_otobo-80.conf
root> aZensite zzz_otobo-443.conf

NNNNNNNNNNNNNNN NN NNV NN NN NNNNNNNNY

’root> systemctl restart apache?2

3.7 NN6NNNNANN

NNNNNNNERNOTO BONNNNNNNNNNNNNNNNNNNNNNNNRN

12 Chapter 3. OTOBONN
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’root> /opt/otobo/bin/otobo.SetPermissions.pl

3.8 NN7NNNNAN

NNNNNNNENNNNNNNNNNNNLInuxSNNNNMySQLNNMaria DBNNNNNNPostgre SQLANOracleN
NNNNNNNNNNNNNNNNNNNNNNNNLinuxENNRNMySQ LANNNNRNNN

# RHEL / CentOS:
root> yum install mysgl-server

# SuSE:
root> zypper install mysqgl-community-server

# Debian/Ubuntu:
root> apt-get install mysgl-server

NNEMyYSQLNNNNNNENNNNN

NMySQL 5.7NNNNENNNNNNNNNENNNNNENNANO TO BONNNNNNNNNNNNNNNNNNAN
NENNNMySQ LNNNNNNNNNNNNNNNN“root™ NNNN

root> mysgl —-u root
root> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysgl_native_password BY
— 'NewRootPassword';

NMariaDBM 10.18NNNNNNNNNNN

root> mysgl —-u root

root> update mysqgl.user set authentication string=password('NewRootPassword') plugin=
— 'mysqgl_native_password' where user='root';

NNV VNN N NYYNNNNNY

root> mysgl -u root

root> UPDATE mysqgl.user SET password = PASSWORD ('NewRootPassword') WHERE user = 'root
! ;

root> UPDATE mysqgl.user SET authentication string = '' WHERE user = 'root';

root> UPDATE mysqgl.user SET plugin = 'mysgl native_password' WHERE user = 'root';

NOTOBONNNNNNNNNNNNNNNANNAN

Note: NNNNNNNNMySQ LNNNNNNNNNNNNNNNNN Tmysgld]” RNNMySQLENNNNEN/etc/my.cnf“N/et c/
mysqgl/my.cnf NN /etc/mysqgl/mysqgl.conf.d/mysqgld.cnflN

max_allowed_packet = 64M
innodb_log_file_size = 256M

AMySQL 8.0NNNNNNNNNNNNNNANN

query_cache_size = 32M

NNNNNNNNMySQLNNNNNNNNNNNNNNNNN“Tmysgld] NNNMySQLENNNNNN/etc/my.cnf“N/etc/mysqgl/
my.cnf NN /etc/mysqgl/mysqgl.conf.d/mysgld.cnflN

3.8. NN7NNNNAN 13
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max_allowed_packet = 64M

NNNNNNNNNNNNN“mysqgltuner NNNNNNNNNENGithub “https://github.com/major/MySQLTuner-
perl“NNNNNNNENNNNNNDebianNUbuntuNNNNNN

’root> apt—-get install mysgltuner ‘

NNNNNNNNNNNY

root> mysqgltuner —--user root —--pass NewRootPassword ‘

3.9 NN8NNNElasticsearchNNNN

OTOBONNNNNNElasticsearchNNNNNNNNNNNNNNNNE lasticsearchNOTO BONNNNNNNNNNNNNNNNN

3.9.1 NNUbuntu 18.04 LTSNElasticsearchNNNN

JDKN

root> apt update
root> apt install openjdk-8-jdk

ElasticsearchlN

root> wget —-gO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo apt-key.
—add -

root> echo "deb https://artifacts.elastic.co/packages/7.x/apt stable main" | sudo teey,
—/etc/apt/sources.list.d/elastic-7.x.1list

root> apt update

root> apt -y install elasticsearch

3.9.2 NANLinuxNNNNElasticsearchiN

NN https://www.elastic.co/guide/en/elasticsearch/reference/current/setup.htmINNNNNNNNN

3.9.3 ElasticsearchiNNNN

NENOTOBONNNElasticsearchRNNNNN

root> /usr/share/elasticsearch/bin/elasticsearch-plugin install —--batch ingest-—
—attachment
root> /usr/share/elasticsearch/bin/elasticsearch-plugin install --batch analysis-icu

3.94 ElasticsearchiN

ElasticsearchNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNO TOBONNNj vmNNNNNNNNNNNNN/etc/elasticsearch/jvm.options NNNNNNNNNNJ V MENNNNNNNNNN

14 Chapter 3. OTOBONN
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-Xms4g
-Xmx4g

NNNNNNNNENNNNNNNNNNN4-10GBNNNNN

Note: NN https.//www.elastic.co/guide/en/elasticsearch/reference/current/setup.htmINNNNNNNNN

NNNNNNNENElasticsearchNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

’root> systemctl restart elasticsearch

3.10 QN 9NNNNNAN

NN http://localhost/otobo/installer.pl NNNNNNNNIN“localhost NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

3.11 AN TORNANN

NNNNNNNhttp://localhost/otobo/index.p NNNNNNNNNNN“root@localhost* NNNNNNNNNNNNNNNNNNN

3.12 NN 11NN OTOBO NNAN

OTOBONNNNNNNNNNO TO BONNNNNNNNNNNNNNNNNNN cronNNNNNNNNNNNO TO BONNNNNNNNNNNO TO BONNNNNNNNNNNNNN

otobo> /opt/otobo/bin/otobo.Daemon.pl start

313 NN 1280TOBO NAN Cron NN

N*/opt/otobo/var/cron/*dist“NRNNNNNcronNNRNNNNNO TOBO DaemonNNNNNNNNNNNNNNNNNNNNNNNN . dist” NNNNNNNAR

root> cd /opt/otobo/var/cron/
root> for foo in *.dist; do cp S$foo "basename S$foo .dist’; done

root> cd /opt/otobo/
root> bin/Cron.sh start

NNNNNNNNNNNNNNNNY

3.14 NN 1300N Bash NNNANNNN

NNNENOTOBONNNNNNNNNNOTO BONNNNNNNNNNNNNLinux NNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNN“bash-completion“NNNNNNNNNNNNNNN“otobo® NNNNNNNNN“/opt/otobo/ bash_completion“NNN
NNNNshe lINNNNNNNNNNNNNNTA BNNNNNNNNNNNNN
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otobo> /opt/otobo/bin/otobo.Console.pl

NNANNNNENNNNENNN TA BNNNNNNNNNANNNNNNNNNNENTA BRRNNNNNNNNNNNNNNN

Note: NNNNNNNNNNNNN“otobo* NNNNNNNNNNNNNNNN“~/ bashre” NNNNNNNNNN

source /opt/otobo/.bash_completion

3.15 NN 1488NNAN

NNNNNNNO TOBONNNNNperformance-tuning NN
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cHAPTER 4

NANN DockerNDocker Compose

NN Docker 8N OTOBO NNNNNNNNNNNNNNNNNNNN OTOBO NNNNNNN Docker NRNNNNNNNAN OTOBO

NNNAWNNN
* NN dbNRN MariaDB NNNNNNNNN
+ NN elasticN OTOBO NNNNNAN ElasticsearchN
* NN redisSNNN Redis NNNNNEN
* N NNNGazelle RNNN Per| NNNNNN
* AN nginx8Nginx NNRN HT TPS NNNNRNEN
NNNNNNNENNNN OTOBO NNNNNN

41 NN

NNNINN NN N NN NN
» Docker 19.03.08
* DockerCompose 1.25.0
* Git 2.251

Note: NNENNNUbuntu18.048NNNNNNNhttps: // www.digitalocean.com/community/tutorials/how-to-
install-docker-compose-on-ubuntu-18-04Nhttps.//wwwdigitalocean.com/community/tutorials/how-

to-install-and-use-docker-on-ubuntu-18-048NNNNNNNN

NNNENNNNENNNNgitNDockerNDocker ComposeNNNNUbuntu 20.048NNNNNN

root> apt-get install git docker docker-compose curl

root> systemctl enable docker

17
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NINGitNDockerNNNNNNNNNNNNN

4.2 NN

NNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNNN D o cke riENNNNNNNN*ro ot NNNND o cke rNNNNNNNNNNNNNNNNNNNNNNNNNNDoc

4.21 1. Clone the otobo-docker repo

DockerNNNNNNhttps://hub.docker.comNNNNNNNNotobo-docker GithubNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNgitNNNE
10.0400N

Note: NNNNNNNNNNNNNNINNNNAN */opt/otobo-dockerNNNNNNN

docker_admin> cd /opt

docker_admin> git clone https://github.com/Rother0SS/otobo-docker.git —--branch
—<BRANCH> —--single-branch

docker_admin> 1ls otobo-docker # just a sanity check, README.md should exist

4.2.2 2. Create an initial .env file

Docker Compose NNNN .env NNNN OTOBO NNNNENNNNENNNNNNNNNNENSNNNENNNNENNN NN NN NN N NNV NN NN NN NN SN NN
TLSNNNN .docker_compose_env_http N .docker_compose_env_https NNNNNNNNNNNNNNENNNNNRN
.docker_compose_env_http OTOBO NNNNNNNN HTTPN

.docker_compose_env_https OTOBO NNNNNNNNNN Nginx NNNNNNNNNNNNNN HT TPSK
.docker_compose_env_https_custom_nginx N .docker_compose_env_https NNNNNNNNN Nginx NNN

.docker_compose_env_https_kerberos N .docker_compose_env_https
NNNNNNNNNNNNNNNNNNNNNKerberos NNNNN*NNNNN

.docker_compose_env_http_selenium N .docker_compose_env_https_selenium NNNNNN Sele-
nium NNNNNNEN

Note: N 1s -a NNNNANNANNN

NNNANNOTOBONNNNNNNAN  HT TPSENEN443NNNSONNNHT TPSANOTOBO  WebNNNNNNNNNNNHT TPRNN
HTTPSNNNNNNNNNNNNNNNNNNNNNNginxNNNNN

NNNNNNNNNNNHTTPSN

docker_admin> cd /opt/otobo-docker
docker_admin> cp -p .docker_compose_env_https .env # or .docker compose _env._http fory
—HTTP

4.2.3 3. Configure the password for the database admin user

NN env ANNNENNAN

OTOBO_DB_ROOT_PASSWORD
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“OTOBO_DB_ROOT _PASSWORD“NNNNNNNNNNNNNNNNNNNNNNNNNNNNNN*otobo*NNNNNN*otobo N

4.2.4 4. Set up a volume with SSL configuration for the nginx webproxy (optional)

ANOTOBONNNNHT TPRNNNNNNNNNANN
NginxANSS LNNNNNNNNN

Note: NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY

NR<https://www.digitalocean.com/community/tutorials/how-to-create-a-self-signed-ssl-certificate-for-nginx-in-ubu

Note: NnginxNNNNNNNNNNCANNNNNNNNNNNNNNCANNNNNNNNNNNN

NNANNNNANNNNENNNNN ginx NRNNNNNENNNNNNNNNNNNNNNNNNNNRNNNNNNNY

docker_admin> docker volume create otobo_nginx_ssl

docker_admin> otobo_nginx_ssl_mp=$ (docker volume inspect —--format '{{ .Mountpoint }}',
—otobo_nginx_ssl)
docker_admin> echo Sotobo_nginx_ssl_mp # just a sanity check

docker_admin> cp /PathToYourSSLCert/ssl-cert.crt /PathToYourSSLCert/ssl-key.key
—Sotobo_nginx_ssl_mp

NNANNANAN* .env *NRNNNNNNNNNNNNNN

OTOBO_NGINX_SSL_CERTIFICATE=/etc/nginx/ssl/ssl-cert.crt“NOTOBO_NGINX_SSL_CERTIFICATE _KEY=/etc/nginx,
key.keyN

NNNNNNNNNNNN* / ete / nginx / ssl / *NDockerNNNRNNNNNN

4.2.5 NNNN DockerfDocker Compose

NNNNNN“docker-compose“NNDockerNNNNNNNNNNNhttps://hub.docker.com/u/rotherossNNDockerfNN

docker_admin> docker—-compose up —-detach

NNNHT TPENNNANNNNENNNNNNNNNNNNNNNENN

docker_admin> docker—-compose ps
docker_admin> docker volume 1s

4.2.6 6. Install and start OTOBO

NhttpN//yourlPorFQDN/otobo/installer.pINNNOTOBONNNNN

Note: NRNNNMySQLNNNENNNNNNNOTOBONNNMYSQ LANNNNNNNNNNNN env
NNNNN“OTOBO_DB_ROOT_PASSWORD”NNNNNNNNENMySQLNNNN“db”NNNN

NOTOBONNNNNN
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Note: NNNNNNINNNAN OTOBO NNNNNNNNNNNNNNNNNNNNNNN Docker NNNdocker-compose exec web
bash“N

4.3 NNANAN

NNANNNANANNNNNNNNNNN

4.31 DockerNNNN

NNotobo_web_1 NNNN50008NOTOBO WebNNNN
NNotobo_daemon_1 OTOBONNNNN OTOBONNNNNNNNNNNNN
NNotobo_db_1 NNNNN3306NNNNNNMariaDBN
NNotobo_elastic_1 NNNNN9200N93008NNNElasticsearchN
NNotobo_redis_1 NRedisNNNNNNNNN

NNNNotobo _nginx_1 NNNginxNNNNNNNNNHT TPSREN

4.3.2 DockerfNN

DockerNNNNENNNNNNNNNNNNNNNENNNNENNNNNNNNEN NN VNN NN NN NN NNNNNNNNNNN
otobo_opt_otobo NN web N daemon NNNN /opt/otobolN

otobo_mariadb_data NN *db*NNN /var/lib/mysglN

otobo_elasticsearch_data NN‘elasticNN‘/usr/share/elasticsearch/datalN
otobo_redis_data NNNN“ redis”NNNN

otobo_nginx_ssl NNTLSNNNNNNNNNNNNNNNEN

4.3.3 DockerfNNNN

NNNNNNNNNNNNNNNNAN .eny NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
MariaDBNN

otobo_db_root_password MariaDB NNNNNNNEN db NNNNNNN

ElasticsearchiN

ElasticsearchENNNNNNNNNNNNNNNNNhttps://www.elastic.co/guide/zh-CN/elasticsearch/reference/7.8/dockerhtmi#tdos
prod-prerequisitesNNNNNNN

OTOBO_Elasticsearch_ES_JAVA_OPTS NNNANN* OTOBO_Elasticsearch _ES_JAVA _OPTS = -Xms512m
-Xmx512m *NNNNNNNNNNNNNNN4GN

WebserverlN
otobo_web_http_port NNNNHT TPNNNNNNNNSONNNHT TPSNNHT TPRNNNNNNNHT TPSN
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OTOBO Installation Guide, Release 11.0

nginxNNNNNN

NANNENNHT TPSNANN

otobo_web_http_port SNENHT TPNNNNNNNNSONNNNNNHT TPSN
otobo_web_https_port NNNNHT TPSNNNNENNN443N

otobo_nginx_ssl_certificate Nginx WebproxyNSSLNNNNNN* OTOBO_NGINX_SSL_CERTIFICATE = /
etc / nginx / ssl / acme.crt *

otobo_nginx_ssl_certificate_key Nginx WebproxyNSSLENNNNNN* OTOBO_NGINX_SSL_CERTIFICATE_KEY
=/ etc / nginx / ssl / acmekey *

NN Kerberos N*Nginx NNNNNN*

NNNNNAN Kerberos NNNginx NNNNNRN

otobo_nginx_kerberos_keytab Kerberos keytab NNNNNNN /etc/krb5.keytabN
otobo_nginx_kerberos_config Kerberos NNNNNNNNN /etc/krb5.confNNNN krb5.conftemplate AN
otobo_nginx_kerberos_service_name Kerberos NNNNNNNNNNNNNNNNNNNNN

otobo_nginx_kerberos_realm Kerberos REALMNNN /etc/krb5.confl
otobo_nginx_kerberos_kdc Kerberos kdc / AD NNNNNN /etc/krb5.confN
otobo_nginx_kerberos_admin_server Kerberos NNNNNNNN /etc/krb5.confl
otobo_nginx_kerberos_default_domain Kerberos NNNNNN /etc/krb5.confl
nginx_envsubst_template_dir NNNNN Nginx NNNNNNNNNNNNNNNN
docker-composelN

NNNNNdocker-composeNNNNN

ANANEN ANNNNNNNNNENNNNENNNNNNNNN otoboNNNNNNNN otobo_web_1 N
otobo_db_ TNNNNNNNNNNNNNNN OTOBO NNNNNNNNANN

NNNNNNN COMPOSE _FILERNNNNN

COMPOSE_FILE NN* docker-compose / otobo-base.ym! NNNNNNNNNNNNNNNNNN docker-compose /
otobo-override-http.yml N docker-compose / otobo-override-https.yml *N

otobo_image_otobo, otobo_image_otobo_elasticsearch, otobo_image_otobo_nginx, ... NNNNNN
Docker NNNNNNNNNNNNNNNNNNNNNN

4.4 NNAN

441 NginxNNNNNNNNNN
NN ot obo_nginx_1 NNN Nginx NNNNNNNENNN HT TPS NNNNNNNEN Docker NNN Nginx 8N Docker AN https:
//hub.docker.com/_/nginx N Nginx N OTOBO NNNNNNN

NN OTOBO INNNNNN /etc/nginx/template/otobo_nginx.conf.template N Docker
ANNNNNNANANANNNNNNNNNEN ginx NENNNNNNNNNNNNNNNANNNNNNNNNNNNANNNNNNNNN NNV N NNNNNNNNNNN

otobo_nginx_ssl_certificate NNNN SSLN
otobo_nginx_ssl_certificate_key NNIN SSLN
otobo_nginx_web_host NNNNN HTTP NN
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otobo_nginx_web_port NNNNN HTTP NNN
NNNAN 4. NNNNNNNNNNNNNNNNN SSL NN

Warning: NNOTOBO 10.04NNNNNNANNNANN

NNNNNNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN N NN VNN NN
otobo_nginx_ 1 NNNNNNNNNNNNN

NNANNNNANNNNANNNNNNNNNNNNNNNNN

# stop the possibly running containers
docker_admin> cd /opt/otobo-docker
docker_admin> docker-compose down

# create a volume that is initially not connected to otobo_nginx_1
docker_admin> docker volume create otobo_nginx_custom_config

# find out where the new volume is located on the Docker host

docker_admin> otobo_nginx_custom_ config_mp=$ (docker volume inspect —--format '/{{
—Mountpoint }}' otobo_nginx_custom_config)

docker_admin> echo Sotobo_nginx_custom_ config_mp # just a sanity check
docker_admin> 1s Sotobo_nginx_ custom config_mp # another sanity check

# copy the default config into the new volume

docker_admin> docker create —--name tmp-nginx-container rotheross/otobo-nginx-—
—webproxy:latest-10_0 # or latest-10_1, use the appropriate label

docker_admin> docker cp tmp-nginx-container:/etc/nginx/templates/otobo_nginx.conf.
—template $otobo_nginx_custom_config_mp # might need 'sudo'

docker_admin> 1ls -1 Sotobo_nginx_ custom_config_mp/otobo_nginx.conf.template # justy
—checking, might need 'sudo'

docker_admin> docker rm tmp-nginx—-container

# adapt the file Sotobo _nginx_custom config _mp/otobo _nginx.conf.template to your needs
docker_admin> vim Sotobo_nginx_ custom_config _mp/otobo_nginx.conf.template

warning: NNNNNgGinxNNNNNENNE** - listen  “*NNNNWebNNNNNNNNOTOBO  10.0.3N0TOBO
10.0.40NENNNNNENNNNNNNNNENNNNENNNNNEN N gink NNRNNNNNNTO.0. 3NNNNNNNNNRN8 0N44 3NNNO TOBO
10.0ARNNNNN8080N844 3N

NNNNNNNNNNNNNNNNNNNN docker-compose/otobo-nginx-custom-config.yml
NENNNNNENNENNNNN*COMPOSE _FILE*NNNNNNNNN Nginx NNNNNNNNNNNNNNNNN*NGINX _ENVSUBST _TEMPLATE _DIR*T

COMPOSE_FILE=docker—-compose/otobo-base.yml:docker-compose/otobo-override—-https.
—yml:docker-compose/otobo-nginx—-custom-config.yml
NGINX_ENVSUBST_TEMPLATE_DIR=/etc/nginx/config/template-custom

NNENDocker ComposeNNNNNNNNNNNNNEN

’docker_admin> docker—-compose config | more

NN NNNNNNY

’docker_admin> docker—-compose up ——-detach
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NNNNhttps://hub.docker.com/_/nginxBN“NnginxNNNNNNNNNN119ONNNNNN"NNN

4.4.2 N Nginx NAN Kerberos NNNNNN

NN

NNN  Kerberos NNNNN .env NN NNNNNN .docker_compose_env_https_kerberosNNNNN  docker-
compose/otobo-override-https-kerberos.yml NNNNNNNNN Docker compose NNNNNNNNNNN Kerberos N
Nginx NNNNNNENNNEN Kerberos ENNNNNNNNNNNNEEN Nginx NNNNNNNNNNNNN

NNNNNNNNNNNN .env NNNNNENNNNNNNNNNNNNN - https://github.com/RotherOSS/otobo/blob/rel-10_1/
scripts/nginx/kerberos/templates/krb5.conftemplate  NNNNNNNNNNNNNNNNNNNNNNNNN/ete/krb5.conf
NN NN NNV INNNYY

NNNNENNANNN  /etc/krb5.conf NNNNNNNNNNNNNNNNNN  /etc/krb5.conf NNNNNNNNINNN .env NNNNN
OTOBO_NGINX_KERBEROS_CONFIGNNNN docker-compose/otobo-override-https-kerberos.yml
NNNNNNNNY

*/etc/krb5.keytab*NNNNNNNNNNNNNNNNNNNNNNN
* Kerberos SSO NNNN**

NNN"so-kerberos

4.4.3 NNNANAN

NNANNANNN443N80NNNHT TPSNHT T PRANNNNNNNNNNNNNNENNNNNNNN NNV NN VNN NN NNNN env
NNNNN'OTOBO_WEB_HTTP_PORTNOTOBO_WEB_HTTPS_PORT NNNNNNAN

4.4.4 NNNNNNANNN

NN Docker compose NNNNNNNNNENN HT TPS NNNNNNNNNNNNENENNNNNNNNNENNNNNNNNENENNNNNNNNNNNNNNNN
Docker NENNENNENNENNENNENNNNNENNENN Docker compose NNNNNNNNNNNNNN-scale
NANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

docker_admin> docker—-compose up —-detach —--scale db=0

NNNNENNNNN docker-compose/otobo-base.ym| NNNNNNNNNNNNNNNNNNNN

4.4.5 NNANNAN

NNNNNNNEN  docker NNNNNN ‘NNNNN  otobo-docker <https://doc.otobo.org/manual/installation/10.
1/en/content/installation-docker.html#tclone-the-otobo-docker-repo>__ NNNNNNNNNNN otobo-
docker/docker-composel

cd otobo-docker/docker—compose

NNNNANNNNNNNNNNNNNNEN Docker NNNNNNNNNNNENAN otobo-base.ymil

for i in $(cat otobo-base.yml| grep image:| cut —-d":" -£3,4 | sed -e "s/-//1" —-e"s/\}/
—/g"); do docker pull $i; docker save $i —o $(echo $i|sed "s/\//-/g").docker; done
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NNNNNN.dockerNNNNNN  docker-compose  NNNNNNNNNN'SCP - <https://en.wikipedia.org/wiki/Secure _
copy_protocol>__ NNNNNNNNNNNN

NNNNNNNENNNAN docker NNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNENNNN mariadb NNN

docker load —-—-input mariadb:10.5.docker

44.6 NN OTOBO Docker Compose

NNSN  docker-compose/ NNNNNNNN otobo-docker NNNN "NNNEN  <https://doc.otobo.org/manual/
installation/10.1/en/content/updating-docker.html#updating-the-docker-compose-files>_”
NNNNNNNENNENNENNENAN YAML NNNNNNNNNNNENNENNENN

NNNNNNNEEN 3306 NNNNNNNNNNNNNNNNNNNNNNNNEN docker compose NNNNNNNN

$ cat custom_db.yml
services:
db:
ports:
- "0.0.0.0:3306:3306"

NNNNNNREN docker-compose NNNNNNNNNNNNNNNN YAML NNNNN .env NNNN COMPOSE _FILE RN

COMPOSE_FILE=docker—-compose/otobo-base.yml:docker—-compose/otobo-override-http.
—yml:custom_db.yml

NNNENNNAN docker-compose NNNNNNNNNN

$ docker-compose stop # if otobo is running
$ docker-compose up -d

NNANNNNNANNNNNNNNNNN

447 NN OTOBO Docker NN

NENNENNENNNSNN otobo_opt_otobo NNNNNNN Docker RNNN /opt/otobo NNNNNNNNNEN Perl NNNNNNN
/opt/otobo/local NNNNNNNNNNNEN CPAN NN ”Acme:123 "RNNNN

S docker exec —-it S${COMPOSE_PROJECT_ NAME:=otobo/_web_1 bash
otobol@ce36ff89e637:~$ pwd
/opt/otobo

otobo@ce36ff89e637:~$ cpanm -1 local Acme::123
——> Working on Acme::123

Fetching http://www.cpan.org/authors/id/N/NA/NATHANM/Acme-123-0.04.zip ... OK
Configuring Acme-123-0.04 ... OK
Building and testing Acme-123-0.04 ... OK

Successfully installed Acme-123-0.04
1 distribution installed
otobo@ce36ff89e637:~$

NNNNNNNENNNN Docker NNNNN

NNNAN Debian NNNNRNNNNNNNNNNNNN Dockerfile NNN OTOBO NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

“docker commit "NNNNNhttps://docs.docker.com/engine/reference/commandline/
commit/NNNNNNNNNNNNNNN https://phoenixnap.com/kb/how-to-commit-changes-to-docker-imagelN
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NNN NN YN NN NN YN NN otobo NN uiD 1000 NN otobo INNNNNYNWY otobo
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN-NN root NNNNNNNNNNNNNNNNNNNN
/opt/otobo_install/entrypoint.sh NN root NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY root
NNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN NN NN NN NN NN NNNNNNNNNNNNN otobo NNNNNNN

NNNNNNENNAN OTOBO NNNNNNNNNNNNNNNNNNNNNNNNAN

$ docker run rotheross/otobo:rel-10_0_10 /usr/games/fortune
/opt/otobo_install/entrypoint.sh: line 57: /usr/games/fortune: No such file or,
—directory

NNNNNNNRENNN OTOBO NNNNNNNNNNNNAN root NNNNNNNNNNNNN

$ docker run —-it —--user root -—-entrypoint /bin/bash —--name otobo_orig rotheross/
—otobo:rel-10_0_10

root@50ac203409eb: /opt/otobo# apt update

root@50ac203409eb: /opt/otobo# apt install fortunes

root@50ac203409eb: /opt/otobo# exit

$ docker ps —-a | head

ANANNNNANNNNENNNNNNNNNNNNNNNENNNAN

$ docker commit -c 'USER otobo' -—c '"ENTRYPOINT ["/opt/otobo_install/entrypoint.sh"] ',
—otobo_orig otobo_with_fortune_cookies

NNNNNNNNNNNNN

$ docker run otobo_with_fortune_cookies /usr/games/fortune
A platitude is simply a truth repeated till people get tired of hearing it.
—— Stanley Baldwin

NNANNANAN .env NRNNNNNNNNNNNNNN

4.4.8 NNNNNN

Note: NNNNNENNNNNNNNNNNEN Docker NNNNENNNNNNNNNNNNNNNNENNNNENNNNNNNNNNNNN

NNSNNDockerNNNNNNNNgitNNNhttps://github.com/RotherOSS/otob oNNNNN
+ otobo.web.dockerfile
» otobo.nginx.dockerfile
» otobo.elasticsearch.dockerfile

NNNNNNNENN bin/docker/build_docker_images.shiN

docker_admin> cd /opt

docker_admin> git clone https://github.com/Rother0SS/otobo.git
docker_admin> # checkout the wanted branch. e.g. git checkout rel-10_0_11
docker_admin> cd otobo

docker_admin> # modify the docker files if necessary

docker_admin> bin/docker/build_docker_images.sh

docker_admin> docker image 1ls

NNNAN Docker NNNNNRN RELEASE NNNNRRNNN 1ocal-<OTOBO_VERSION>N
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NENNENNENNNNN docker-compose INNNNN NN env NN OTOBO_IMAGE_OTOBRO,
OTOBO_IMAGE_OTOBO_ELASTICSEARCH, “OTOBO_IMAGE_OTOBO_NGINX“NNNNN

4.4.9 NNAN

NN http://yourlPorFQDN/otobo/installer.pl RNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

warning: docker—-compose down -v MNNNNNNNNNNNNN

docker_admin> docker-compose down -v

docker_admin> docker-compose up —-detach

docker_admin> docker—-compose stop daemon

docker_admin> docker-compose exec web bash\

-c "rm -f Kernel/Config/Files/ZZZAAuto.pm ; bin/docker/quick_setup.pl --db-passwordy
—otobo_root"

docker_admin> docker-compose exec web bash\

—-c "bin/docker/run_test_suite.sh"

docker_admin> docker-compose start daemon

4.410 NNANAN

* Docker **
* docker system prune —a NNNNNNNNANNNNNNNNNNNNNNN
* docker version NNWN
* docker build --tag otobo —--file=otobo.web.Dockerfile . NNNNNN
» “docker run -publish 80:5000 otobo“NNNNNN
* docker run —-it -v opt_otobo:/opt/otobo otobo bash NNNNNN

* NNentrypoint. shINNNNNNNNNN docker run —-it -v opt_otobo:/opt/otobo ——entrypoint
bash otobo

* docker ps NNNNNANNAN

* docker images NNNNNAN

+ “docker volume Is“NNAN

* docker volume inspect otobo_opt_otobo NNNAN

* docker volume inspect —-—-format '{{ .Mountpoint }}' otobo_nginx_ssl NNNNNN

» “docker volume rm tmp_volume " NNNNN

* docker inspect <container> NNNNAN

» docker save -output otobo.tar otobo:latest-10_0 && tar -tvf otobo.tar” NNNNNNNN

* docker exec —-it nginx-server nginx -s reload NNNN nginx
docker-composelfN

» “docker-compose config “NNNNNNNNN

* docker—compose ps NNNNNNNNN
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4.5

docker-compose exec nginx nginx -s reload” NNNN nginx

AN

ANNNNNNNNNNNNNNNNNN
NNNNNNN

Perl MavenNDocker NN Per| NN
Dockerfile NNNNN
NN

INNNNAN

NN

NUbuntu 18.04 LTSNNNNDocker ComposeNNNNNNN

NUbuntu 18.04 LTSNNNNDockerNNNNNNN

NNNNNNNN <https://forums.docker.com/t/command-to-remove-all-unused-images> _
DockerfNIPNNN

‘NNNNNNNN<https://www.digitalocean.com/community/tutorials/how-to-create-a-self-
signed-ssl-certificate-for-nginx-in-ubuntu-18-04>‘_

‘DockerNNNNN<https://stackoverflow.com/questions/34814669/when-does-docker-image-
cache-invalidation-occur>‘_

NN tcpdump <https://rmoff.net/2019/11/29/using-tcpdump-with-docker/>_
INNNNNNN

4.5. NN
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CHAPTER D

Migration from OTRS 6 or OTRS 7 / ((OTRS)) Community Edition to
OTOBO version 101

Warning: Please migrate your OTRS to OTOBO version 10.1 first and then upgrade your OTOBO to
version 11.

NNANNANANOTOBON
OTRSNNNOTRSNNCommunity EditionNOTOBONNNNNNNNNNNNNNNNNNNO TO BONNNNNNNNNNNNNNNNNNNNNNN
NNV NN NN NN Y NN NN NN

NNANNNNANNNNENNNNNNNNNNNNNNNRNNNNNNNN https.//forum.otobo.org/ N OTOBO
NNANNANNNNNNENNNNNNNNN

Note: After the migration the data previously available in OTRS will be available in OTOBO 10. We do
not modify any data of the OTRS installation during the migration.

5.1 NNNNNNNAN

AN OTOBO NNNNNNNNNNNNNNEN
1. ANNNRRN
ANNNANANNNNNNNNNENNNANN
AANNAN ANNNANNNNNNNNNNAN

N N N N N A A Y N A N Y N Y N A N Y N NN e 1 = T
((OTRS))NEEN

ANNNANN NNENNNNNANNNNNNNNNNANNAN

29
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NANNNAN NNNNNNNNNNNNNNNNNNNNNNNEN
DockerN NNNNN Docker N OTOBO 10 8RN
2. NNNNNNNNNNNNNNN

NNNNEANNENNNNNNNNNNNNNNNENNNNNAN ETL NNNNNNNNNEENAN otrs SRNNNENNNNNNNEN OTOBO
ANNNNNNNNNNENNNAN otrs NNNNNNNNNNNNNNNN otobo NNNN

3. Migration from an Oracle based OTRS 6 / OTRS 7 installation to an Oracle based OTOBO instal-
lation.

ANANANNNNNNNNNNNNANNNNNNNNNNANNNN

Warning: NNNNNNRRRN Docker RNNNNNNNNNNNNN Docker NNNNNNNNNNNNNNNNNNNNNNNNNNNNN

Note: NNNNNNNAN OTRS RRNNNNN OTOBO NNNNNNNNNNNNNNNNNNNNNNNNNNNN

5.2 NNANAN

1. Basic requirement for a migration is that you already have an ((OTRS)) Community Edition or
OTRS 6.0 / OTRS 7.0.* running, and that you want to transfer both configuration and data to
OTOBO.

Warning: NNNNNENENNNNENNNNNNNNENNNNNNENNNNENNNNNNNNENNN NN NN NN NN NN NN NN NN NN NN NN N NNNNNNN
OTOBO NNNNNNNNNNNNNNNNNNNNNNNNEN hello@otobo.de NNNNNNNN https://forum.otobo.org/ N
OTOBO NNNNNNNN

2. NNANNNNANOTO BONNNNNNNNNNNNANN
3. NOTOBONNNNNNNRNOTOBONNNNNOTRSNNNNRNNOPMENAN

4. If you are planning to migrate to another server, then the OTOBO webserver must be able to
access the location where your ((OTRS)) Community Edition or OTRS 6.0.* / OTRS 7.0*is installed.
In most cases, this is the directory /opt/otrs on the server running OTRS. The read access can be
effected via SSH or via file system mounts.

5. The otrs database must be accessible from the server running OTOBO. Readonly access must be
granted for external hosts. If access is not possible, or when the speed of the migration should be
optimised, then a dump of the database is sufficient.

Note: NNNNNNNNNNRNSSHNNNNNNNNNNNNENENNNNOTRSNOTO BONNNNNNNNNNNNN

5.3 NN 1INNANNOTOBONN

NNRNNN OTOBO NNNNNNAN OTRS / ((OTRS))NNNNNNNNNNNNNNNNNNNNNN OTOBONN NNNNNNN Docker
NNNENNEN NENN DockerNDocker Compose NNN
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wWarning: N Apache NNNNNNNNNNNNNNSNNN mod_perl NNNNNNNNNNNNNNNNNNNNNNNNNN OTRS N
OTOBONNNNNN OTOBO NNN Apache NNN OTRS NNNNNNN a2query -s NNN /etc/apache2/sites-
available N /etc/apache2/sites-enabled NNNNNNNNNNNNNNNNNNNNN

NNNNRENY*root@localhost*NNNNNN OTOBO NN Admin —> Packages NNNNNNNN OTOBO OPM NNNN
NNOPMRNNNNOTRS“NNNNEN”NNNNNNNNNNNNNNNNNNNNNNO TOBONNNNNNN

» OTRSHideShowDynamicField

* RotherOSSHideShowDynamicField

* TicketForms

* RotherOSS-LongEscalationPerformanceBoost

* Znuny4OTRS - AdvancedDynamicFields

* Znuny4OTRS-AutoSelect

* Znuny4OTRS-EscalationSuspend

» OTRSEscalationSuspend

* OTRSDynamicFieldDatabase

* OTRSDynamicFieldWebService

* OTRSBruteForceAttackProtection

e Znuny4OTRS-ExternalURLJump

* Znuny4OTRS-QuickClose

* Znuny4OTRS-AutoCheckbox

* OTRSSystemConfigurationHistory

* Znuny4OTRS-PasswordPolicy

The following OTOBO packages have been integrated into OTOBO 11.0. This means that they should
not be installed in the target system when the target system is OTOBO 11.

* ImportExport

5.4 NN 200N OTOBO NN "NNAN

NN OTOBO NNNNNAN OTOBO NN Admin —> System Configuration NNNNNNN SecureModeN

Note: NNNNNNNNNNNNNAN

5.5 QN 30NN OTOBO NN

AN OTOBO NNNNNRNNNNNNNNNNN Docker NNNN Docker RNNNNNNNNNNNNNNN
NN Docker NNNNNNAN otobo NNNNNNNNNN

54. QN 200N OTOBO NN "NNAN 31
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# in case you are logged in as root
root> su - otobo

otobo> /opt/otobo/bin/Cron.sh stop
otobo> /opt/otobo/bin/otobo.Daemon.pl stop —-force

N OTOBO N Docker NNNNNNNNNNN daemonl

docker_admin> cd /opt/otobo-docker

docker_admin> docker—-compose stop daemon

docker_admin> docker—-compose ps # otobo_daemon 1 should have exited with the code,,
:4‘0

Note: NNNNNNNNOTOBONNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNNNNNNNNNNNNEN
See also:
NNNENNNOTOBONbackup-restore NNN

5.6 NNNNNNN /opt/otrs NNNNN

NNNNNNOTOBO NNNNNNNNNNN /opt/otrs NNNNNNNNNNNNNNNNNNN OTRS NNNNN /opt/otrs NNNNN OTOBO
NNNNNNENNNENNNNNNNNNNNNNENNNNNAN sshfsN

5.7 NNNNNAN sshpass N rsync N /opt/otrs NNN ssh NN

NNNNNNNNNN OTRSNNNNNNNNN /opt/otrs KNNNNEIN OTOBO NNNNNNNNNNNINNNNN
NNNN“sshpass N rsync NNNNNNRN* migration.pl NNNNs shNNNNNNN sshpass “NNNNNN root NRNRNNNNNNNNNNNNNNNNN

$ # Install sshpass under Debian / Ubuntu Linux
$ sudo apt-get install sshpass

$ #Install sshpass under RHEL/CentOS Linux
$ sudo yum install sshpass

Ur

# Install sshpass under Fedora
sudo dnf install sshpass

L3

$ # Install sshpass under OpenSUSE Linux
$ sudo zypper install sshpass

NN rsysnc *NNNNNNNNNANNNNN

5.8 NN 4888 OTRS / ((OTRS))NNNAN

Note: RNRNNRNNRNNNOTRS /NNOTRSRNCommunity EditionNNNNNNNNNNNNNNNNNNNNNNNNNNNO TR SNNNNNNNNNNNNNNNNN
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NN NNV NNV NN NNNNNNNO TRSN

NNNNOTOBONNNNN Admin —-> System MaintenanceNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
Admin-> Sessions”NNNNNNNNN

5.8.1 NNNANNNNNOTRSNNNN

ANANNNNENANNNNcronNAN

root> su - otrs
otrs> /opt/otrs/bin/Cron.sh stop
otrs> /opt/otrs/bin/otrs.Daemon.pl stop --force

5.8.2 NANNANNAN

NNANNNNANNNNENNNNNNNNNNNNNAN

root> su - otrs

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Cache::Delete

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Session::DeleteAll

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Loader::CacheCleanup

otrs> /opt/otrs/bin/otrs.Console.pl Maint::WebUploadCache: :Cleanup

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Email::MailQueue --delete-all

5.9 Docker NNNNNNNNANNNANN

N Docker NNN OTOBO NNNNNNNNNNNNNNNNNENNNN Docker NENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNAE
otobo_db_1 NNANN MariaDB NNNNNNNNNNNNNNNNN

Note: NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNND ocke rNNNNNNNNN*root* NNNND ocke rNNNNNNNNNNNNNNNNNNNNNNNE

5.9.1 DockerN* / opt / otrs NNNN otobo_opt_otobo *

NNNNNNNNNDockerNNNN* / opt / otrs *N

NNNNNNNAN
1. DockerfN* / opt / otrs NENN otobo_opt_otobo *
2. NN* / opt / otrs *NNNNN

ANNNNNNNNNN* a.**N

NNNNNNNSNDockerNNNN* / opt / otrs *N

docker_admin> otobo_opt_otobo_mp=$ (docker volume inspect —--format '{{ .Mountpoint }}',
—otobo_opt_otobo)
docker_admin> echo Sotobo_opt_otobo_mp # just a sanity check

NAN“rsync NNNNNNNNNRND ocke rNNNNNNNNNNNNN“sudo“NNNEN

5.9. Docker NNNNNNNNNNNNNNN 33
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docker_admin> # when docker admin is root

docker_admin> rsync —--recursive --safe-links —--owner —--group —--chown 1000:1000 --
—perms --chmod "a-wx,Fu+r,Du+rx" /opt/otrs/ Sotobo_opt otobo_mp/var/tmp/copied_otrs
docker_admin> 1ls -la Sotobo_opt_otobo_mp/var/tmp/copied_otrs # just a sanity check

docker_admin> # when docker _admin is not root

docker_admin> sudo rsync —-recursive —--safe-links —--owner —-—-group ——-chown 1000:1000 --
—perms --chmod "a-wx,Fu+r,Du+rx" /opt/otrs/ Sotobo_opt_otobo_mp/var/tmp/copied_otrs
docker_admin> sudo ls -la Sotobo_opt otobo mp/var/tmp/copied_otrs # just a sanity.
—check

NNNNNNNNNNRNE* / opt / otobo / tmp / otrs *N

510 QNN SNANANN

NN http://localhost/otobo/migrationpl  NNNNNNNNNNNNNNNNNEN  OTOBO  NNNNN  “local-
host”NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

Warning: NNNNNNENNNNNNNN*NRNNNNNNNNANNNNNNNNNNNNNNNNNNNNNNNNNNN

# native installation
root> service apache2 restart

# Docker-based installation

docker_admin> cd /opt/otobo-docker

docker_admin> docker-compose restart web

docker_admin> docker—-compose ps # otobo_web_1 should be running again

Note: NN oTOBO N Docker NNNNNNNNENNNNNIocalhost NN OTRS
NNNN/opt/otobo/var/tmp/copied_otrs NN OTRS NNNNNNNNNNNNNNNNNNNN

Note: OTRS NNNNNNNNNNNNNN OTRS NNNRN Kernel/Config.pmNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNE
otobo_db_1 Docker NNNNNNNNNNNNNNNN

Note: N Docker NNNNN Docker NNNNNNNNNNNNN Docker NNNN 127.0.0.1° NNNNNNN27.0.0.1“NNNNNNN'OTRS
NNNNNNENNNNNNNN OTRS Server® NNNN “hostname -all-ip-addresses’ NNRRRN [P NNNNN

Note: NNNNNNNNNNNNNN Docker NNNNNNNNNNNNNNNNNNNNNNNNNN otobo
ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNCREATE . USER
'otrs_migration'@'S%' IDENTIFIED BY 'otrs_migration'; "~ " GRANT SELECT,

SHOW VIEW ON otrs.* TO 'otrs_migration'@'$'; NNNINNINNNNNNNDROP USER
'otrs_migration'@'S%'.

Kernel/Config.om NNV OTRS INNNNNNN OTOBO ARNNANENNNNNNNNNNANNAN
/opt/otobo/Kernel/Config.prmNNNNNNNNNNNNNN LDAP NNNNNNNNNNNNNNNNNNNNNNNNNNNNN

3@hapter 5. Migration from OTRS 6 or OTRS 7 / ((OTRS)) Community Edition to OTOBO version 10.1
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NNNANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNO TOBONNNNO TOBONNNNN

root> su — otobo

otobo>

otobo> /opt/otobo/bin/Cron.sh start

otobo> /opt/otobo/bin/otobo.Daemon.pl start

NDockerNNNN

docker_admin> cd ~/otobo-docker
docker_admin> docker—-compose start daemon

521 AN 6NNANNAN

1. ANNNNANAN s shpassN
2. NNNNNNNNNNNNNNNNNNNNNNNNNNN
3. NNOTOBONNNNNNN

5.12 NNANAAN

5121 1. Login after migration not possible

NNNNNNNENNNNNNNNNNNNN NN NN NN NNNNNNNNN VNN NNNNNNNS af arifNNNNNENNNNO TRSNNN

5.12.2 2. Final page of the migration has a strange layout due to missing CSS files

NScriptAliasNNNNNNNNNNNNNNNNNNNNNNNNENotrsiNotob oNNNNNNNNO TOBONNNCSSNJavaScript NNNNNNNNNNNNKernel
/ Config.pmNNNNNNANNNNANNN

512.3 3.00N MySQL NNANN

NNNNNNNENNNNNNNNNNNNNERN - ticket N ticket_history N8N MySQL  NNNNNNNNNNNNNNNNN  NULL
NNANNNNANNNNNNNNNNNNNNNENNNNNANN

N OTOBO 10.0.12 NNmigration.pl NNNNNNNNNNNNNNNNNNENNNN NULL NNENENNNNENNNNNNNNNN

5124 400N PostgreSQL NN 5 NNNN

NNNNNNNmigration.pl' NN "System was unable to complete data transfer” NNNNNRNNNNNNNNNNNNNNNNNN
Apache NNNNN OTOBO NNNNNNNNNNNNNNNNNN"MessageNERROR: permission denied to set param-
eter “session_replication_role”, SQL: ’set session_replication_role to replica;”NNNNNNNNN **otobo*
NNNNRNNANNAN PostgreSQL NNRNNNNNNNNNALTER USER otobo WITH SUPERUSER;RNNRNAN http://
localhost/otobo/migration.p/NNNNNNN ALTER USER otobo WITH NOSUPERUSER NNNNNNN

NNNNNNNNNNNNNNNNNNNNNN
See also:

https://otobo.de/de/forums/topic/otrs-6-mysgl-migration-to-otobo-postgresql/ NNNNN
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512.5 5.NNNNNNAINNAN

NNNNNNNNNENENNNNNNNNNNNNNEENNN OTOBO NNNNNAN OTRS NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
“Ticket:Frontend:AgentTicketQuickClose###State "NNNNNNNO TOBO TONNNNNNNNNN“NNNN“ NANNNNNNNNNNNN
N NN NN NN N NN N N N N NN N N NN A N N N AN N N N N N N N N N N N N N Y N N N N N N N Y Y SN N NN NN N NN NN N NN N NN SN NN N YN

ANAN OTOBO NNNNNNNNNNNNNN
« NN“bin/otobo.Console.pl Admin:Config:Listinvalid” NNNNNNNNNN

* lNbin/otobo.Console.pl Admin: :Config: :FixInvalid NNNNANAN

* N bin/otobo.Console.pl Maint::Config: :Rebuild NNN migration.pl NNNNNENNNNEN Se-
cureMode

NNNNNNNENNNNNNNNNN migration.p NNNNNNNNNNNNNNNNN

513 NN 7NNNNNNNNNAN

5.13.1 1. Password policy rules

NNNNNNNNENERNOTOBO 10NNNNNNNNNNNNNNNNNNNNNNNNNNNNN PreferencesGroups ### Password”N”
CustomerPersonalPreference #### Password” NNNNNNNNNNN

NNNNNN NN
“ PasswordMinSize 8

“ PasswordMin2Lower2UpperCharacters “ | N

“ PasswordNeedDigit N

“ PasswordHistory 10
“ PasswordTTL 30N
“ PasswordwWarnBeforeExpiry 5N
“ PasswordChangeAfterFirstLogin N

5.13.2 2.N Docker NNNNNN cron NN

N OTOBO NN Docker NNNNNNNNN cron NNNNNNNNNNNRNNNN Docker NNNNAN cron NNNNNNNNNNNRNN
Docker NNNNNRRN cron NNNNNNNENNNNNAN OTRS NNNNNEN cron NNNNNNNNNNNNNNNNNNNNNN

514 NN

5141 N Oracle NN Oracle

NN OracleNNNNNNN ETL ANNNNNNN Oracle NNRNNNNNNNNNNNNNNNN
N OTOBO NNNNNAN Oracle NNNN Perl AN DBD: : OraclelN

Note: NN Oracle NNNNNNNNNNNNNAN SDK DBD:OracleN

NNANNNNANNNNENNNNNNNNANN expdb N impd b ANNNNNNENN Data PumplN
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Note: NNNNNNNNNNNNNNNNNNNNNNNNNNN Docker NNNNNNNNNNNNN https://githUb.Com/bSChmolhOfer/
otobo-ideas/blob/master/oracle.md N

[RNNNNN
AN otobo NNNNNNNAN otobo NNNNNNN

—-— in the OTOBO database
DROP USER otobo CASCADE

2. NNNAN OTRS DN

mkdir /tmp/otrs_dump_dir

—— 1in the OTRS database
CREATE DIRECTORY OTRS_DUMP_DIR AS '/tmp/otrs_dump_dir';
GRANT READ, WRITE ON DIRECTORY OTRS_DUMP_DIR TO sys;

expdp \'"sys/Oradoc_dbl@//127.0.0.1/orclpdbl.localdomain as sysdba\" schemas=otrs.
—directory=0TRS_DUMP_DIR dumpfile=otrs.dmp logfile=expdpotrs.log

3. AN OTRS NNNNNNNNAN "otobo™N

impdp \"sys/Oradoc_dbl@//127.0.0.1/orclpdbl.localdomain as sysdba\" directory=0TRS_
—DUMP_DIR dumpfile=otrs.dmp logfile=impdpotobo.log remap schema=otrs:otobo

—-— in the OTOBO database
—— double check
select owner, table name from all_tables where table name like 'ARTICLE_DATA_OT%_CHAT
="
—-— optionally, set the password for the user otobo
ALTER USER otobo IDENTIFIED BY XXXXXX;

4. NNNNNN otobo

cd /opt/otobo

scripts/backup.pl —--backup-type migratefromotrs # it's OK that the command knows only.,
—about the otobo database, only last line is relevant

sglplus otobo/otobo@//127.0.0.1/orclpdbl.localdomain < /home/bernhard/devel/OTOBO/
—0tobo/2021-03-31_13-36-55/orclpdbl.localdomain_post.sqgl >sglplus.out 2>&1

double check with "select owner, table_name from all_tables where table_name like

— 'ARTICLE_DATA_OT%_CHAT';

5. NNAN otobo NNNNNN
6. NON 5 NNRNNN migration.plN

Note: NNNNANNNAN 101N OTOBO NNNNNNNNN /opt/otobo/scripts/DBUpdate-to-10.1.pl NANN
10.1 NNNNNAN stats_report N data_storagelN
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5.14.2 NNNNNNNAINNRNNNNNNNNENNNNN

ANANNANANNANENNANEENAN - OTRS  NNNANNAN  OTOBO  NNNANNANN  OTRS NRNNNNAN  OTOBO
NNANNNNANNNNANNNNNNNNNEN

Note: NNNNNNNNN Docker RRNNNNNNNNNNNN

Note: NNNNAN OTRS AN MySQL NNNAN

NNANNANANNAN OTRS ANNNENNNNNNNNNNNNNN

« NNNNNAN utf8mb4

S NNNNNNY

ENNNNNNN
NNANNANAN OTRS NNRRNNNAN OTOBO MNNNNANNNNNNNNNNNNNNNNNNNNEN SQL 8NN
NRNNMysqldumpRRNNNENO TRSNNNNNNNNNNND ocke rNNRNNNNNNNNNNN* bin / backup.pl *NNNNNNN

wWarning: NNNNNNNSNDockerNNNN* / opt / otrs *N

otobo> cd /opt/otobo
otobo> scripts/backup.pl -t migratefromotrs —--db-name otrs --db-host=127.0.0.1 —--db-

—user otrs —-—-db-password "secret_otrs_password"
Note: NNNNNNNNNNNNNNNNNNNNNNNNNNN - Docker  NNNNNNNNNNNNN  /opt/otobo NNNNN  OTRS
ANNNNNNNNNNNNNNNNNN

NN bin/backup.p! NNNNINNNNNN SQL NNNNN 2021-04-13_12-13-04 RNNN SQL NNNNNNNEN my sg1 NAN
NNNNN

otobo> cd <dump_dir>

otobo> mysgl —-u root -p<root_secret> otobo
otobo> mysgl —-u root -p<root_secret> otobo
otobo> mysgl -u root -p<root_secret> otobo
otobo> mysgl —-u root -p<root_secret> otobo

otrs_pre.sqgl
otrs_schema_for_otobo.sqgl
otrs_data.sqgl
otrs_post.sqgl

AN AN NN

NN Docker NNNN
N Docker NN db NNN my s g1 NNNNNNNNNNNNNNNNNNNNN root NNNNNNN Docker NNAN .env NNNNNNNNN

docker_admin> cd /opt/otobo-docker

docker_admin> docker-compose exec -T db mysgl -u root —-p<root_secret> otobo < /opt/
—otobo/<dump_dir>/otrs_pre.sql

docker_admin> docker-compose exec -T db mysgl -u root -p<root_secret> otobo < /opt/
—otobo/<dump_dir>/otrs_schema_for_otobo.sgl

docker_admin> docker-compose exec -T db mysgl -u root —-p<root_secret> otobo < /opt/
—otobo/<dump_dir>/otrs_data.sqgl

docker_admin> docker-compose exec -T db mysgl -u root —-p<root_secret> otobo < /opt/
—otobo/<dump_dir>/otrs_post.sqgl
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NNV NNNNNNNNNNNNN

otobo> mysgl -u root -p<root_secret> —-e 'SHOW DATABASES'

otobo> mysgl —-u root -p<root_secret> otobo —-e 'SHOW TABLES'

otobo> mysgl —-u root -p<root_secret> otobo —-e 'SHOW CREATE TABLE ticket'

NN Docker NNNN

docker_admin> docker-compose exec -T db mysgl -u root —-p<root_secret> —-e 'SHOW,
—~DATABASES'

docker_admin> docker—-compose exec -T db mysgl —-u root —-p<root_secret> otobo —-e 'SHOW,
—TABLES'

docker_admin> docker-compose exec -T db mysgl -u root —-p<root_secret> otobo —-e 'SHOW,

—CREATE TABLE ticket'

NNANNNNENNNNNNNNNNNNNNNENNNNNNNNNNN

514. NN
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CHAPTER 6

AN

Note: NNNNNNNNNNNNNNNNNNNNNANN

Note: N Debian NNNNN 10.0 NNN 10.1 NNNNNNNNNNNNEN per! NNN

apt—-get install -y libarchive-zip-perl libtimedate-perl libdatetime-perl.,
—libconvert-binhex-perl libcgi-psgi-perl libdbi-perl libdbix-connector-perl,
—libfile-chmod-perl liblist—-allutils-perl libmoo-perl libnamespace—autoclean-—
—perl libnet-dns—-perl libnet-smtp-ssl-perl libpath-class-perl libsub-
—exporter-perl libtemplate-perl libtemplate-perl libtext-trim-perl libtry-
—tiny-perl libxml-libxml-perl libyaml-libyaml-perl libdbd-mysgl-perl,
—libapache2-mod-perl2 libmail-imapclient-perl libauthen-sasl-perl libauthen-—
—ntlm-perl libjson-xs-perl libtext-csv-xs-perl libpath-class-perl libplack-
—perl libplack-middleware—-header-perl libplack-perl libplack-middleware-
—reverseproxy-perl libencode—-hanextra-perl libio-socket-ssl-perl libnet-
—ldap-perl libcrypt-eksblowfish-perl libxml-libxslt-perl libxml-parser-perl,
—libconst-fast-perl

6.1 DN INNNANNANNNOTOBONNNN

NENNNNNENNNNNNNcronNNNNNNENO TO BONNNNNNNNNNNNNNNNN

root> systemctl stop postfix
root> systemctl stop apache2
root> systemctl stop cron

ANOTOBO cronfNNNNNNNNNNANNNNN
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root> su - otobo

otobo> cd /opt/otobo/

otobo> bin/Cron.sh stop

otobo> bin/otobo.Daemon.pl stop

6.2 NN 20NNNNANNANN

NN/ opt/otobo  NNNNNNNNNNY

6.2.1 NNNAN Ubuntu N MySQL NNRNRN

root> mkdir /root/otobo-update # Create a update directory
root> cd /root/otobo-update # Change into the update directory
root> cp —-pr /opt/otobo otobo-prod-old # Backup the hole OTOBO directory.,

—to the update directory
root> mysqgldump -u otobo -p otobo -r otobo-prod-old.sgl # Backup the otobo database,
—to otobo-prod-old.sqgl

NNV NNV NN NNNNNNNNY

Warning: NNNNNNNENNNNNNNNNNNNNNN backup-restore NRN

6.3 NN 3NNNNANN

Nhttps.//ftp.otobo.org/pub/otobo,/NNNNNOTOBONNNNNNNNNNNNNNNN“tar“NNNNNNNNN“ /root/otobo-
update N

root> cd /root/otobo-update # Change intoy
—the update directory

root> wget https://ftp.otobo.org/pub/otobo/otobo-latest-10.1.tar.gz # Download he,
—~latest OTOBO 10.1 release

root> tar —-xzf otobo-latest-10.l.tar.gz # Unzip OTOBO
root> cp -r otobo-10.1.x/* /opt/otobo # Copy they

—new otobo directory to /opt/otobo

6.3.1 NNANNAN

NOTOBO TONNNNNNNNRNN“Kernel/Config.om* N

root> cd /root/otobo-update
root> cp -p otobo-prod-old/Kernel/Config.pm /opt/otobo/Kernel/
root> cp -p otobo-prod-old/var/cron/* /opt/otobo/var/cron/

6.3.2 NANNAN

NRNNO TOBONNNNNNNNNNNNNNNNNNNNNN“article” NNNNNN“/ opt / otobo / var /“NNNNNNNNNNNAN
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root> cd /root/otobo-update
root> cp -pr otobo-prod-old/var/article/* /opt/otobo/var/article/

6.3.3 NNANNANNANNAN

NRENNNNNNNNNNNNNNNNNNNNNNNNN* installed NXMLNNNNRNNNNN/ opt / otobo / var / statsl

root> cd /root/otobo-update/otobo-prod-old/var/stats
root> cp *.installed /opt/otobo/var/stats

6.3.4 NANANAN

NNNNNNNRNRNO TO BONNNNNNNNNNNNNNNNNNNNNNNNNN

root> /opt/otobo/bin/otobo.SetPermissions.pl

6.3.5 NN Apache NNNN

NN OTOBO QNNNNNN  apache  [NANN 101 NNNNNRN  CGI NN PSGINNNN  scripts/
apache2-httpd-vhost-443.include.conf NNNNNN/NNNNNN

6.4 NN 48NNENNENN per! AN

OTOBO NNNNNNNNNAN cpan NNNNNNNNNNNNNNNNNNNNNNNNNN

Note: N Debian NNNNNNNNNNNNNNNNNNN

apt—get install -y libarchive-zip-perl libtimedate-perl libdatetime-perl libconvert-
—binhex-perl libcgi-psgi-perl libdbi-perl libdbix-connector-perl libfile-chmod-perl,,
—liblist-allutils-perl libmoo-perl libnamespace—-autoclean-perl libnet-dns-perl,,
—~libnet-smtp-ssl-perl libpath-class-perl libsub-exporter-perl libtemplate-perl,
—~libtemplate-perl libtext-trim-perl libtry-tiny-perl libxml-libxml-perl libyaml-
—libyaml-perl libdbd-mysqgl-perl libapacheZ2-mod-perl2 libmail-imapclient-perl,,
—libauthen-sasl-perl libauthen-ntlm-perl libjson-xs—-perl libtext-csv-xs—-perl libpath-
—class—-perl libplack-perl libplack-middleware-header-perl libplack-perl libplack-
—middleware-reverseproxy-perl libencode-hanextra-perl libio-socket-ssl-perl libnet-
—ldap-perl libcrypt-eksblowfish-perl libxml-libxslt-perl libxml-parser-perl libconst-
—fast-perl

root> su - otobo
otobo> perl /opt/otobo/bin/otobo.CheckModules.pl —--1list

6.5 N 5 NANANNNNNNANANAN

NNANNNNANNNNENNNNNNNNNNNNN NNV NN VNN NN NNV NNV AN NNV NNV NNENNNANNO TO BONNNNNN

6.4. NN 40NNNNNNEN perl NN 43
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root> su - otobo

otobo> /opt/otobo/bin/otobo.Console.pl Admin
otobo> /opt/otobo/bin/otobo.Console.pl Admin
otobo> /opt/otobo/bin/otobo.Console.pl Maint

::Package::ReinstallAll
: :Package: :UpgradeAll
: :Config: :Rebuild

6.6 NN 60NNNNNANNANNANNAN 10.0 AN 10.1N

root> su - otobo

otobo> /opt/otobo/scripts/DBUpdate-to-10.1.pl

6.7 N 7 NNNNAN

AN OTOBO cron NNNNNNNNNNNNAN

root> su - otobo

otobo> cd /opt/otobo/

otobo> bin/otobo.Daemon.pl start
otobo> bin/Cron.sh start

NNANNANANNNNANNNNNNNNNNNNNNNAN

root> systemctl start postfix
root> systemctl start apache2
root> systemctl start cron

NNANNNNANNNEN

44

Chapter 6. NN




CHAPTER /

NANNRNNDockerNOTOBO 10

NN Docker NRN OTOBONNINN OTOBO NNNNNNNNNNN OTOBO NRRNOTOBO Docker NNNNNRNN OTOBO
NNNENNNNENNNN otobo_opt_otobo NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNENNNNN OTOBO NENNNNNNNNN

+ NNAN Docker Compose NNN
NNSNDocker ComposeNNNNNNNNNNNNNNN
NNNNAN Docker NNN

* docker volume inspect otobo_opt_otobo NNNNNN
INNNNNNNNNYY

Note: In the sample commands below, the version 11.x.y, corresponding to the tag 11_x_y, is used as
the example version. Please substitute it with the real version, e.g. 11.0.7.

7.1 Updating the Docker Compose files

NN OTOBO Docker Compose NNNNNNNNNNNNNNNNNNNNNNNN

Note: NNNNNNNNNN https://hub.docker.com/r/rotheross/otobo/tagsN

# Change to the otobo docker directory
docker_admin> cd /opt/otobo-docker

# Get the latest tags
docker-admin> git fetch --tags
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# Update OTOBO docker—compose repository to version 11.x.y.
docker—-admin> git checkout rel-11_x_y

7.2 NN Docker Compose .env NN

AN .env NN OTOBO Docker NNNNNNNNINN OTOBO _IMAGE _OTOBONOTOBO _IMAGE_OTOBO_ELASTICSEARCH
N*OTOBO_IMAGE_OTOBO_NGINXNNNNNNNNNNNNNNNNNNNNNNNNN NNV NNV NNV NNNNNNEN

7.3 NDockerfNNN

Docker compose NNNN https://hub.docker.com/r/rotheross/otobo,/ NNNNNNNN

# Change to the otobo docker directory
docker_admin> cd /opt/otobo-docker

# fetch the new images, either 'latest-11_0', 'latest-10_1', 'latest-10_0' or they
—sSpecific version declared in .env
docker_admin> docker-compose pull

74 NN OTOBO

Warning: Please note that minor or major upgrades must always be carried out one after the other.
If you would like to upgrade from version 10.0.* to the latest 11.0.%, please upgrade to 101 first and
then to 11.0.

NNNNNRREN otobo_opt_otobo NNNNNNN OTOBO NNNNNN
* Admin:Package:ReinstallAll
L NNVSAN NN Y
o NN:AN:AN
o NN:ANEAN

# stop and remove the containers, but keep the named volumes
docker_admin> docker—-compose down

# copy the OTOBO software, while containers are still stopped
docker_admin> docker—-compose run —--no-deps —-rm web copy_otobo_next

# start containers again, using the new version and the updated /opt/otobo
docker_admin> docker—-compose up ——-detach

# a quick sanity check
docker_admin> docker—-compose ps

# complete the update, with running database
docker_admin> docker-compose exec web /opt/otobo_install/entrypoint.sh do_update_tasks
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# inspect the update log
docker_admin> docker—-compose exec web cat /opt/otobo/var/log/update.log

**# For minor or major release upgrades, you also have to run the upgrade script (for,
—example to upgrade from 10.1 to 11.0)**
root> docker exec —-it otobo_web_1 perl scripts/DBUpdate-to-11.0.pl

Note: NNNANNNNRINANNNOTOBO 10.0.8 NANNN  scripts/update. shANNNN  docker-compose  pull
NNNNNNNNNNNY

docker_admin> ./scripts/update.sh —--help
docker_admin> ./scripts/update.sh

** For minor or major release upgrades, you also have to run the upgrade script (for.,
—example to upgrade from 10.1 to 11.0)**
docker_admin> docker exec -it otobo_web_1 perl scripts/DBUpdate-to-11.0.pl

74. NN OTOBO 47
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CHAPTER 8

OTOBONNNNNNNNNNNNNNNNNNNNN-h“NNNNNNNNNNN
Note: NNNNNNNNNNNEN “otoboNNNNNNNNNNNNN
otobo> /opt/otobo/scripts/backup.pl -h
NNNNNNNY
Backup an OTOBO system.
Usage:

backup.pl -d /data_backup_dir [-c gziplbzip2] [-r DAYS] [-t.
—fullbackup|nofullbackup|dbonly]

backup.pl --backup-dir /data_backup_dir [-—-compress gzip|bzip2] [--remove-old-
—backups DAYS] [—-—-backup-type fullbackup|nofullbackup|dbonly]
Short options:

[-h] — Display help for this command.

-d — Directory where the backup files should place to.

[-c] — Select the compression method (gzipl|bzip2). Default: gzip.
[-r DAYS] - Remove backups which are more than DAYS days old.

[-t] - Specify which data will be saved,

— (fullbackup|nofullbackup|dbonly) . Default: fullbackup.

Long options:

[-—help] — same as -h
—--backup-dir - same as -d
[-—compress] - same as -cC
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[-—remove—-old-backups DAYS] - same as -r
[--backup-type] - same as -t

Help:

Using -t fullbackup saves the database and the whole OTOBO home directory (except /
—var/tmp and cache directories).

Using -t nofullbackup saves only the database, /Kernel/Config* and /var directories.
With -t dbonly only the database will be saved.

Override the max allowed packet size:

When backing up a MySQL one might run into very large database fields. In this casey
—the backup fails.

For making the backup succeed one can explicitly add the parameter —--max—-allowed-
—packet=<SIZE IN BYTES>.

This setting will be passed on to the command mysgldump.

Output:

Config.tar.gz - Backup of /Kernel/Config* configuration files.
Application.tar.gz — Backup of application file system (in case of full backup).
VarDir.tar.gz - Backup of /var directory (in case of no full backup) .
DataDir.tar.gz — Backup of article files.

DatabaseBackup.sgl.gz - Database dump.

8.2 NN

Note: NNNNNNNNNNNNN“otobo™ NNNNNNNNNN

otobo> /opt/otobo/scripts/restore.pl -h

NN NN

Restore an OTOBO system from backup.

Usage:
restore.pl -b /data_backup/<TIME>/ -d /opt/otobo/

Options:
-b — Directory of the backup files.
-d - Target OTOBO home directory.
[-h] — Display help for this command.

8.3 NDockerNNNOTOBONAN

NNNNNNNENO TOBOND ocke rNNNNNNNNNNNDocke rNNNNN

NN N NN N N N NN Y N N N Y N A N Y S N N N N N Y N N Y Y N Y S N Y Y N Y N N Y Y N Y S N Y Y N Y Y N Y NN Y SN N SN N Y NN Y NN Y YNNI
NNNNNNNNNN“/otobo_backup N

NNNNNVVAY
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# create the backup directory on the host
docker_admin> mkdir otobo_backup

# create the Docker volume
docker_admin> docker volume create —--name otobo_backup —--opt type=none —--opt device=
—SPWD/otobo_backup —--opt o=bind

# inspect the volume out of curiosity
docker_admin> docker volume inspect otobo_backup

NNNNANNNNNNNNNNNNNNEN “‘otobo _opt_otobo™ NN ot obo_backupNNNNNNNNNNNDaemonNNNNNNNNNNNN

# create a backup
docker_admin> docker run —-it —--rm --volume otobo_opt_otobo:/opt/otobo —--volume otobo_
—backup:/otobo_backup —--network otobo_default rotheross/otobo:latest-10_0 scripts/

—backup.pl -d /otobo_backup

# check the backup file
docker_admin> tree otobo_backup

NNNNNNEANENNINNNNNNNNNNNNENNEN < TIMESTAMP>* NAN“2020-09-07_09-38“NNNNAN

# create a backup

docker_admin> docker run —-it —--rm —--volume otobo_opt_otobo:/opt/otobo —--volume otobo_
—backup:/otobo_backup —--network otobo_default rotheross/otobo:latest-10_0 scripts/
—restore.pl -d /opt/otobo -b /otobo_backup/<TIMESTAMP>
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CHAPTER 9

NANAN

ANANNANANNNNENNNAN ANNNN NAN

9.1 NDockerfNNOTOBONNYN

NNON backup.pl Nrestore.pl NNNNN Docker NNNN OTOBONNNNNNNNNN Docker NNNNAN

NNNNNNNNERRNNNNN Docker NNNNNNNRNNNNNNNNNNNNNNNRRNNNNNNNNNNN NN NN RN NN NN N NN NN NN RN NN NNNNNNNE
Docker  NNNNANNNENNNNNNNNNNNNNNENNNNNNNNNNNNNNNNN  otobo_backup  NNNNNNNNAN  /
otobo_backup NNANNNNAN

NNNDocker NNNNNNNNNEN otobo NNNNNNAN D 10008N 1D 100 0NNNNNNNNNNNNNNNNNNNAN
NNNNNVVNY

# create the backup directory on the host
docker_admin>mkdir otobo_backup

# give the backup dir to the user otobo, elevated privs might be needed for that
docker_admin>chown 1000:1000 otobo_backup

# create the Docker volume
docker_admin>docker volume create —--name otobo_backup --opt type=none —--opt device=
—SPWD/otobo_backup —--opt o=bind

# inspect the volume out of curiosity
docker_admin>docker volume inspect otobo_backup

NENNNNNNENNNNNNNNNNNN“otobo _opt_otobo™ NN ot obo_backupNNNNNNNNNNNDaemonNNNNNNNNNRNN

# create a backup

docker_admin>docker run —-it —--rm —--volume otobo_opt_otobo:/opt/otobo —--volume otobo_
—backup:/otobo_backup --network otobo_default rotheross/otobo:latest-10_0 scripts/
—backup.pl --extra-dump-options="--single-transaction" -d /otobo_backup
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# check the backup file
docker_admin>tree otobo_backup

. note::

——extra-dump-options="--single-transaction" prevents the database tables from being.,
—locked, so OTOBO can still be used during the backup.

Note: NNNNNNNNNNNNN“otobo* NNNNNNNNNN

NNENAN otobo NNNNNNNNNNNNNNNNNNNNNNNNNNNNNEN db ANN MySQL CLIN
NNNNN MySQL NNNNNNNNNNNNEN otobo NNNN

mysgl@4£7783595190: /$>DROP DATABASE otobo;

mysql@4£7783595190:/$>CREATE DATABASE otobo CHARACTER SET utf8mb4 COLLATE utf8mb4_
—unicode_ci;

mysql@4£7783595190:/$>GRANT ALL PRIVILEGES ON otobo.* TO 'otobo'Q'%';

NNANNNNANNNNENNNNNNNNNNASNNNNEN“< TIMESTAMP>* ANNN“2020-09-07_09-38“NNNANN

# restore a backup

docker_admin>docker run —-it —--rm —--volume otobo_opt_otobo:/opt/otobo —--volume otobo_
—backup:/otobo_backup --network otobo_default rotheross/otobo:latest-10_0 scripts/
—restore.pl -d /opt/otobo -b /otobo_backup/<TIMESTAMP>
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cHarTER 10

OTOBO Docker NNNN Kerberos NNNN

NAN NNNN DockerNDocker Compose NNNNRNENNNN OTOBO NNNNNNNNNNNNNAN Docker NNNNRN OTOBON

Note: NNNNNNNAN ADNNNNNNNNNNNAN LDAP NNNNNN Kerberos NNN

10.1 ANANANNAN

NNANNNNENNNAN Active Directory NNNNNNNNNNAN

Note: NNNNNNNNNNNNNNHTTP/fgdn.from.your.otobo.de’Nfgdn.from.your.otobo.de "NRN A-Record DNS
NNNNEN CNAMENNNNNNNEEEN OTOBO NN URLENNNENN CNAME NNRNNNNNNNNNN A-RecordN

NENNN "HT TP/ NNNNNNNNNN Kerberos NNNNNN
NNANNNNANNNNA” & NENNNNENN
NRNNRNNANN AD RNNRNNRNNN LDAP/AD RNNNNN

10.2 NN Active Directory Keytab NN

NNNNNNNRN Active Directory RRNNNNNNNNNNNNNNEN (cmd)NERRNNNNAN ktpass.exe RNNNNNNNNNN

ktpass.exe —-princ HTTP/otrs32-centos6.otrs.local@OTRS.LOCAL -mapuser OTRS\otrs32-
—scentos6 —-crypto All -pass Password —-ptype KRB5_NT_PRINCIPAL -out c:\krb5.keytab

e -princ = HTTP/otrs32-centosé.otrs.local@OTRS.LOCAL -> NNNN 1+@+ NNNN 2°

* -mapuser = OTRSotrs32-centosé (Username prd Win 2000) -> -> Picture Number 3++Picture Num-
ber.
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71y
A4
Organisation | Migiedvon | Einwahlen | Umgebung | Stzungen
Remotelberwachung | Remotedesktopdienste-Profi
~ Persinlicher vitueller Desktop | COM+ | UNIX-Attribute
Allgemein I Adresse Konto | Profil I Rufnummem I Delegierung

Benutzeranmeldename:
HTTP /otrs 32-centost.otrs local I@ntrs_lncal o j

Benutzeranmeldename (Pra-Windows 2000):
[OTRS\ a |otrs32-centos6 o

Anmeldezeten... |  Anmeldenan... |

[™ Kontospemung aufheben

Kontooptionen:
™ Benutzer muss Kennwort bei der nachsten Anmeldung andem -

¥ Benutzer kann Kennwort nicht andem
[V Kennwort Iauft nie ab

™ Kennwort mit umkehrbarer Verschlisselung speichem LI
— Konto lauft ab

* Nie

" Am: Samstag ,20. Apil 2013 =]

oK I Abbrechen Ubernetmen | Hiffe

Kontooptionen:

[ Kerberos-DES-Verschlisselungstypen fir dieses Konto ;I
[v Dieses Konto unterstitzt Kerberos-AES-128-Bit-Verschlisselung.

[v Dieses Konto unterstiitzt Kerberos-AES-256-Bit-Verschiisselung. J
_ =
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* ‘-pass = NN otrs32-centosé NNNNActive Directory NNN"N
 -out = c./krb5.keytab

Note: NNNNNNNNNAN (@OTRS.LOCAL)NNNNNNNNNNNN

NNNNNN krb5.keytab NNNN OTOBO NNNN

# Create new directory
docker_admin> mkdir /opt/otobo-docker/nginx—conf

# Move the file krb5.keytab to the new directory (Attention, depending on where you,
—have placed the krb5.conf file, the command below will change.)
docker_admin> mv ?/krb5.keytab /opt/otobo-docker/nginx—conf/krb5.keytab

10.3 NNAN nginx NANANN

docker volume create otobo_nginx_custom_config

otobo_nginx_custom_config_mp=$ (docker volume inspect —--format '{{ .Mountpoint }}'y,
—otobo_nginx_custom_config)

docker create —-name tmp-nginx-container rotheross/otobo-nginx-webproxy:latest-10_1,,
— (achtung: Versionsnummer)

docker cp tmp-nginx-container:/etc/nginx/templates /tmp

docker cp tmp-nginx-container:/etc/nginx/templates/otobo_nginx-kerberos.conf.template.
—hidden Sotobo_nginx_custom_config_mp/otobo_nginx.conf.template

docker rm tmp-nginx-container

vim docker-compose/otobo-nginx—-custom-config.yml

COMPOSE_FILE =>
docker-compose/otobo-nginx-custom-config.yml
NGINX_ENVSUBST TEMPLATE_DIR=/etc/nginx/config/template—-custom

10.4 NNAN OTOBO .env NN

NNNNNNNENNN /opt /otobo-docker/.env NN .env.tmp NNNNNIN . env NNNNNNN kerberos NNN

# Stop OTOBO Container if running
docker_admin>cd /opt/otobo-docker
docker_admin>docker—-compose down

# create a backup of the old .env file
docker_admin>mv /opt/otobo-docker/.env /opt/otobo-docker/.env.tmp

# create a new backupfile including kerberos settings
docker_admin>cp /opt/otobo-docker/.docker_compose_env_https_kerberos /opt/otobo-
—docker/.env

NNNNNNNNNNNNNAN .env NNNNNNNN OTOBO_DB_ROOT _PASSWORDNOTOBO_NGINX_SSL_CERTIFICATENOTOBO_NGI
Kerberos NN

# Kerberos NNN OTOBO_NGINX_KERBEROS_KEYTAB=/opt/otobo-docker/nginx-conf/krb5.keytab
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# NNNNENNKkrb5.conf NNNNNNN # OTOBO_NGINX_KERBEROS_CONFIG=/opt/otobo-docker/nginx-
conf/krb5.conf

# Kerberos NNNN OTOBO_NGINX_KERBEROS_SERVICE_NAME=HTTP/otrs32-centosé.otrs.local # ->
NNAN 1

# Kerberos REALM OTOBO_NGINX_KERBEROS_REALM=ROTHER-OSS.COM -> OTRS.LOCAL # -> NNWN
2

# NNNNNNNN/Kerberos kde OTOBO_NGINX_KERBEROS_KDC=
# NNNNNNNN/ Kerberos NNNNN OTOBO _NGINX_KERBEROS _ADMIN_SERVER=rother-oss.com
# Kerberos NN OTOBO_NGINX_KERBEROS_DEFAULT _DOMAIN=otrs.local

10.5 NN OTOBO

NN Kerberos NNNNNNNNENAN OTOBON

# Start OTOBO using docker—-compose
docker_admin> docker-compose up -d

10.6 NN OTOBO NN Kerberos NN

NNNNNN AD NNNNNNNNNNNNNNNN Kernel/Config.pm NNNNNNNNNNNNNNNN LDAP NNN
NNN Kerberos NNNNNNN Kernel/Config/Defaults.pm RN Kerberos NN Kernel/Config.pm NN

$Self->{AuthModule} = 'Kernel::System::Auth::HTTPBasicAuth';

# In case you need to replace some part of the REMOTE_USER, you can
# use the following RegExp ($1 will be new login).
$Self->{'AuthModule: :HTTPBasicAuth::ReplaceRegExp'} = '*(.+?)@.+?$"';

10.7 NNNNNNNN Kerberos SSO

NN SSO NRNNNNNNNNNNNNNNNN

ChromelEdgeNinternet Explorer N

NNNNNNNNERNNNNNNAN "8N Windows NNNN"NInternet NNNN

NN

N firefox NNNNNN "about:config

NNNNNNAN
 network.negotiate-auth.trusted-uris = https.//8N https://otobofqdni
 network.negotiate-auth.delegation-uris = http://8N https://otobofgdnN
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10.8 DNNAN

AN Kerberos SSO NNNNNNNNNNNN NGINX NNNNNNNN

# Check Container
docker_admin> docker ps

NNANNAN NGINX NNNNNNNANN

# Check NGINX logs
docker_admin> docker logs otobo_nginx_1 -f

AN NGINX NNNNNNEN NGINX NNNNNNNNNNENN

# Login to the NGINX Container
docker_admin> docker exec —-it otobo_nginx_1 bash

# Now please check if the krb5.conf file exists with your needed values
nginx_root> cat /etc/krb5.conf

# Now please check if the krb5.keytab file exists
nginx_root> cat /etc/krb5.keytab

# If not, please quit from the container and copy the file again using docker
docker_admin> docker cp /opt/otobo-docker/nginx-conf/krb5.keytab otobo_nginx_1:/etc/
—krb5.keytab

10.8.1 Kerberos NN

# Login to the NGINX Container
docker_admin> docker exec —-it otobo_nginx_1 bash

NNNNNNN Kerberos NNNNNN

env KRB5 TRACE=/dev/stdout kvno HTTP/otrs32-centos6.otrs.local@OTRS.LOCAL
klist -e

kinit -VV -k -t /etc/krb5.keytab HTTP/otrs32-centos6.otrs.local@OTRS.LOCAL

NNNNNNNNNNNNNNNNNNNNNN NN NN NN NNV NN RSN - 52 e NNNNNNNNNNNNNNNNNNNNNN
AD NN SSO NNNNNNNNNNNNNNNNENNNNENNNN AD NNNNENNNNEN keytab NNNNNNNNNNNENNNNENN AD
NNSNRN Kernel/Config.pm NNN

NN SSO NRNNNNNNNN* NNNNNNEN * NNNNNNNNNENNNEN "NNNNNNAN Kerberos SSO™NN
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cHAPTER 11

NANMNNNNNNAN

N OTOBO NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNO TOBO NNNNNNNNNNNNAN

Note: NNNNNVNNNNNNAN CINNNNNNNNNEN OTOBO .css NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNAN
"Admin -> System Configuration "NN "AgentLoginLogo "N "AgentLogo "NNNNNNNNNNNNN

111 ANANNANN

NN OTOBO NNNNNNNNNANN Admin —> System Configuration NNNNNNAN
o NNNNNN
o NN "NNNENN "NNNNENAN “NNN -> NNAN NN NNNNNNNENNNNENNNN NN NN NNNENN

11.2 NANANAN

NNNNNNNNNNNNEN OTOBO NNNNNNNNN SCP NNNNWIiINSCPNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
/tmp/ NNAN

NNNAN Logo NRN OTOBO NNNN

**# Using OTOBO Docker Installation**
otobo_admin> docker cp /tmp/Logos.png otobo_web_1:/opt/otobo/var/httpd/htdocs/skins/
—Customer/default/img/

**4 Nativ installation in /opt/otobo/**
otobo_admin> cp /tmp/Logos.png /opt/otobo/var/httpd/htdocs/skins/Customer/default/img/

NNAN OTOBO Agent NNN "NA™->"RNNN "NNNNNNNN
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11.2.1 NNANNNNNNNN

@

Anmeldung

2 Deine Tickets. Dein OTOBO.

N ENESNNNNNMINNNENN
NNNNNNNYY
NNV NN NN NN YN NN NN NN
NNNNNNNNNNNNNNN**#oooLoginBG > .000BG*™ RN

var/httpd/htdocs/skins/Customer/default/css/Core.Login.css

#oooLoginBG > .000BG {
position: relative;
width: 100%;
height: 100%;
/* opacity: 0.45; Disable opacity */
background-size: cover;
overflow: hidden;
}

ANNNNNNNNNNNNNNNNN
NN/Output/HTML/Templates/Standard/CustomerlLogin.tt“NN/Output/HTML/Templates/Standard/CustomerlLogin.tt T
<!-- start login -->
<div id="oooLoginBG">
<div class="000BG" style="background-image: url ([% Data.Background | html %]);">
# remove this line —> <div id="oooBGSignet" style="background-image: url ([3%,
—Config ("Frontend: :WebPath") $%]common/img/otobo-signet_border.svg);"></div>
</div>
<hl>[% Translate (Data.LoginText) | html %]</hl>
</div>

Note: NNNNNNNNNNNN opm RNNNNEINNNNNNNNNNNNNNNNNNNNNNNNNNNNNN - https://doc.otobo.org/
manual/developer/10.1/en/content/how-to-publish-otobo-extensions.html
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11.2.2 INNANNANNANN

NNNNNNNNNNNNNRNAN "NNN -> NNNN NN NNNNNN N
NNNENNNNENNNENNNNNNNNNNNN

o Willkommen Felix, in diesem OTOBO Demo.

Viel Spaf3 beim Erkunden der neuen OTOBO Kundenoberfléche!

Service-Katalog
Hier siehst du, welche Servic

Facility Management t

Neues Release OTOBO 10.1
Spielwiese

Highlights: Prozesse im Serviceportal, S3,

moderne Authentifizierung mit OpenlD

Gewinnen Sie einen ersten E
Connectyerweiterte S/MIME-Funktionalitét

OTOBO und seinen Méglichk
Read more... muss, alles kann. Jedes Syst

lhre neuesten Tickets

test

Nr. #2022092753000034

&

o 1 - MNNNNNNNNNNNNNNNNNNNN CustomerDashboard::Tiles##tFeaturedLink-01
o 2 - NNNNNNNNNNONNNNNN CustomerDashboard::Configuration:: Text

Note: NNNNNNNNNANNAN
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CHAPTER 12

N CPAN QN Per| AN

NNNNRNNNNNNNNNN Pe rINNNNNNNN Pe rINNNNNNNNNNNNNNNNNNNNNNNNNNNNNC PANNNNhttps: //metacpan.org/RNN

NNONNNENNN  cpanm  NNNNNNNONNNNNEN  cpanmNNONNNNNNNN  https://metacpan.org/pod/App::
cpanminusi

NNNAN Per! NNNNNNNNNNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNNNN
NNANEN cpanm”NNNNNNNNNNNNNNENNNNNNNNNNN o o tNNNNNNNNNNNNNN

root> cpanm Acme: :Dice

NNAN

otobo> perldoc -1 Acme::Dice
/usr/local/share/perl/5.30.0/Acme/Dice.pm

12.1 NN Docker NNN

N Docker NN OTOBO AANNANENNNNNNNNNNANNNNENNN NN NN NNANNNNN Docker
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY*otobo _opt_otobo™ R NN/ opt/otobo/local “NNNNE
/opt/otobo/local NNNNWN Per| NNNNNNNNN PERLSLIB N PATH NNNNNNN

OTOBO NNNRRNNN Per| NNNNNNNNNNNNNNN /opt / ot obo NNNNNNNNNNNN
NNNNNNRN Per! NNNNNNREN install NNNNNNNNNENNNNNN --1ocal-1 i bNNNN*web* NNNNNNNNNNN

# starting a bash session in the container web
docker_admin> cd /opt/otobo-docker/
docker_admin> docker-compose exec web bash
otobo@6ef90ed00cd0:~$ pwd

/opt/otobo

# installing the sample module Acme::Dice
otobo@6ef90ed00cd0:~$ cpanm —--local-1ib local Acme::Dice
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——> Working on Acme::Dice

Fetching http://www.cpan.org/authors/id/B/BO/BOFTX/Acme-Dice-1.01l.tar.gz ... OK
Configuring Acme-Dice-1.01 ... OK
Building and testing Acme-Dice-1.01 ... OK

Successfully installed Acme-Dice-1.01
1 distribution installed

# confirm the installation directory
otobo@6ef90ed00cd0:~$ perldoc -1 Acme::Dice
/opt/otobo/local/lib/perl5/Acme/Dice.pm

# locally installed module is found because the environment is preset accordingly
otobo@6e£90ed00cd0:~$ echo SPERLSLIB
/opt/otobo_install/local/lib/perl5:/opt/otobo/local/lib/perl5

otobo@6e£f90ed00cd0:~$ echo SPATH
/opt/otobo_install/local/bin:/opt/otobo/local/bin:/usr/local/sbin:/usr/local/bin:/usr/
—sbin:/usr/bin:/sbin:/bin
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CHAPTER 13

NANN

NENNENOTO BONNNNNNNNNNNNNNNNNNNNNNNN

13.1 NNNAAN

NNNNNNNN“Ticket @ IndexModule” NNNNNNNNNNNNNNNNRNNNNNNNNNNNNNNNN
“ Kernel::System::Ticket:IndexAccelerator::RuntimeDB * NENNNNNNNNNNNNNENENNNNNNNNNNNNNENNNNNA60,00 ONNNNE
“ Kernel::System::Ticket::IndexAccelerator::StaticDB “ NNN80,000NNNNNNNNNNNNNNNNNNNNNNNNNNN “ticket _index NN

’otobo> /opt/otobo/bin/otobo.Console.pl Maint::Ticket::QueueIndexRebuild

13.2 NNANAN

OTOBONNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
ANANNANNNNNNNNNN

otobo> /opt/otobo/bin/otobo.Console.pl Maint::Ticket::FulltextIndex —--rebuild

Note: NNNNNENNNNOTOBONNNNNNNNNNNNNNANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNANN

NNN NN N NN NNV N NN NN
“ Ticket::Searchindex::IndexArchivedTickets “ NNNNNNNNNNNNNNNNNNNNNNNNNNENNNNNNNNNNNNNNNNNNNNENNNNNNAT
“ Ticket::Searchindex::Attribute “ NNNNNNNNNN

Note: NNNNNNNNNNNNNAN
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Ticket::Searchindex::Attribute

WordCountMax 1000 Basic fulltext index settings. Execute
binfotrs.Co

WordLengthMax 30 Maint::Tic

nsole.p
ket FulltextindexRebuild” in

order to generate a new index.

WordLengthMin 3

Fig.131: Ticket::SearchIndex: :Attribute NN

otobo> /opt/otobo/bin/otobo.Console.pl Maint::Ticket::FulltextIndexRebuild

“WordCountMax “ NNNNNNNNNNNNNNNNNNNNNNNNNNNNTO 0 ONNNNNNNNNNNNNN
WordLengthMin and WordLengthMax NNNNNNNNNNENNNNNENNNNNNNNNNNNNNNENNNNNNNNN
“ Ticket::Searchindex::Filters “ NNNNNNNNNNNNNNNNNNNNNNNEN

Ticket::Searchindex: Filters
[T IR W B ] Fulitext index regex filters to remove
parts of the text.

ALrIg

AW +%

Fig.13.2: Ticket: :SearchIndex::Filters NN

ANNANNENNAN
* NNNNNNNNNNNNNNNEINNN<>N “N* | [N+ $ 4~ =
o NNNANNNANNNNNNNNNRNNENNENN RN
o NNNRNNNNRNNNNNNNNNNNa-zNA-ZNO-9N _
“ Ticket::Searchindex::StopWords * RNNNNNNNNNNNNNNNNNNNNNNNNN

Ticket::Searchindex: StopWords#Eiien

a English stop words for fulltext index.

Thes be remowved from

about the search index.
above

after

again

against

all

am

Fig.13.3: Ticket::SearchIndex: :StopWords###en NN
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N NN NN N NN NN NN VSN N YN NN

See also:

NNNENNNNENNNNNNNN NN NN NN NNNN NN NNN NN NNNNN
» “ Ticket:Searchindex:StopWords###Custom “

13.3 NONAN

OTOBONNElasticsearchNNNNNNNNNNElasticse archNNNNNNNNNNNNNNNNNNNNN< https://www.elastic.co/
guide/zh-cn/elasticsearch/reference/current/getting-started.html>” __ N

13.3.1 NNN

ElasticsearchiNJavaNNNNNNNNNNNNNNJ avalNENJ VMENNNNNNNJ Y MENNNNENNNENNNNNNNNNNAN vm.options” RNNNNN
NNNNNNNENNNNNNNNNNT GBNNNNNNNNNNNNNN

* Xms1g NNNNNNN

* Xmx1g: maximum heap size.

AR“Xm s NEN“Xmx" NNNENNNNNNNNNNNJ V MENNNNNNNANENNNNE“ X mx " NNV NN NN ANV NN NNV NNNNNAN

Warning: NNNNNNANNNNNNNNNNNNNNNNNNNNENNNNNNNY

NNNNNNNNNNE lasticsearchNNNNRRNNNNNNNNNJ VMENNNNNNNNNNNNNNEN X mx” NNNNNNNNNNNS ONNNN

NNNNNNNNNNNNNNNNNNNNNNN NNNN <https://www.elastic.co/guide/en/elasticsearch/reference/
current/heap-size.html>__~N

13.3.2 NAAN
NNNNNNNNElasticsearchNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN NN N NN NN NN NN NN NN NN
elasticsearch.ym"NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

“ cluster.routing.allocation.disk.watermark.low “ NNNN85NNNNNNNNNNE|asticsearchNNNNENNNNNNNNNNNNNNNNNNNNER
cluster.routing.allocation.disk.watermark.high NNNNOONNNNNNNNNNElasticsearchNNNNNNNNNNNNNNNNNNG

“ cluster.routing.allocation.disk.watermark.flood_stage “

NNENSANNNNNNNNNElasticse archRNNNNNNNNNNNNNNNN in-
dex.blocks.read_only_allow_delete” NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY

ANNNANAINNNNNNNNNENNNNNNNNNNNNNNNAN

Note: NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN*NElasticsearchNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNR

NNANNNNANNNNENNNNNNNNNNAN ANNNN

13.3. NNAN 69


https://www.elastic.co/guide/zh-cn/elasticsearch/reference/current/getting-started.html
https://www.elastic.co/guide/zh-cn/elasticsearch/reference/current/getting-started.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/heap-size.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/heap-size.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/disk-allocator.html

OTOBO Installation Guide, Release 11.0

13.4 NNAN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN“Ticket @ Article = Backend ' MIMEBase : ArticleStor-
age"“NNNNNNNNNNNNNN

“ Kernel::System::Ticket::Article::Backend::MIMEBase::ArticleStorageDB
NNNENNNNENNNNNNNNNNENNN NN NN NN NNN NN NN NN NN

Note: NNNNNNNNNAN

“ Kernel::System::Ticket::Article::Backend::MIMEBase::ArticleStorageFsS “
NN NN N NN NN NN NN NN NN NN NSO NN NN NN NN NS SN N NN NN NN NN S N NN N SN NN NS NSNS

Note: NNNNNNNAN

NNANNNNANNNNANNNNNNNNNNNNN NNV AN NN NN NN NN NNV NNV NNV NSNS

otobo> /opt/otobo/bin/otobo.Console.pl Admin::Article::StorageSwitch —--target,,
—ArticleStorageFs

NNNAN ~-target NNNNNNNAN

Note: NNNNNNNNNNNNNNCPURNNN/NNNNNNNNNNNNNNNNNNNNNNNNN

NENENNNNENNNNNNNNNNNNNNNNN“Ticket @ Article @ Backend :: MIMEBase :: CheckAllStorageBack-
ends“NNNOTOBONNNNNNNNN

13.5 NNAN

NNOTOBONNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NN NN NN NN NN N NN SN N NSO NN SN N NSO N N N NN N NN NN NN N N SN NN SN N NN N SN N NN NN
NNNNINNN
1. NNNNNNEN “Ticket:ArchiveSystem NN
A NNNNNNNNNN
o NNNRNN NN NNNNNNN
ENNNNNVNNNN NN
+ NNNNENNNNNENNNNNENNNNN
EENNN N NN NN NN N NN VSN N
o NN/NNNNNNENNNNNENNENNNNENRNNN
ENNNNNVNNNINN
ENNN NN NN NN NN N NN NN
o NUNNNNNNN
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Note: NNNNNANNNNANNN5000NNNN

NNNNNNNNNNNNNNNNNANN
NNNNNNNNNIN
1. MNNNANNAN
PARNE NN N NN NN NRNNENNNINRN
3. NANNAN

13.6 NN

NNNNNNNNRNNNNNNNNNNNNNNNRedis CacheNNNNNNNNNNN

13.6.1 NNNN Redis CachelMNN

1. NNRedisNAN

NNNNNNNENNNRedisNNNNNRNNNNNNNNO TOBONNNNNNNNRedis <https://redis.io/topics/
quickstart>__ NNNNNENNNNNN

2. NNRedis Perl NNNNRedis:Fast

NNNNNNNENRedisNNNRedisNRedis :: FastTNN‘Redis NNNN*N28*NNNNNNNN“otobo.CheckModules.pl -list’
NNNNNNNNNNY

otobo> /opt/otobo/bin/otobo.CheckModules.pl —--all

3. NRedisNOTOBONN
NANOTOBOSysConfig NNNN->NNNNNNNNNOTOBON

| Setting | Description | Default wvalue |
/| - | ———— | ——————— |
| Cache::Redis###Server | Redis server URL | 127.0.0.1:6379 |
| Cache: :Redis###DatabaseNumber | Number of logical database | 0 |
| Cache::Redis###RedisFast | Use or not Redis::Fast | 0 |
| |

Cache: :Module Activate Redis Cache Module| DB (use Redis)

13.6.2 NNANAN

OTOBON/ opt / otobo / var / tmpNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNR AMNNNNNNNNNNNNNNNNNNNNNNN

otobo> /opt/otobo/bin/otobo.Console.pl Maint::Session::DeleteAll
otobo> /opt/otobo/bin/otobo.Console.pl Maint::Cache: :Delete
root> mount -o size=16G -t tmpfs none /opt/otobo/var/tmp

Note: N“/ etc / fstab NNNNNNNNN
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wWarning: NYNNNENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN NN NN NSNS

13.7 NN

NNNANNNNENNNNNNNNNNNNNNVENNNNO TO BONNNNNNNNNNNNNNNNNNNRother - OSSANNN  NNOTOBO
ANANNANNNNANN
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cHAPTER 14

NANN

1. 2019 - OTRSNNAN - OTRS AG (https://otrs.com)
2. 2020 - OTOBONNNN - Rother OSS GmbH (https://otobo.de)

NRother OSS GmbHNNNNNNNNNNNN Oberwalting 31, 943398NNNNOTRS AG (original version)NRother OSS
GmbH (https://rother-oss.com)

NGN UNNNNENNNNNNT, 3NNNNNNNNNNNNEN NN NN NNN NN NNN NN NN NN NNNNNNNN GNUNNN< https:
//www.gnu.org/licenses/fdl-1.3.txt>NNNN
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